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Most port operators have increasingly integrated cybertechnology into port activities to increase their
competitiveness; unfortunately, this digitalization becomes the major vulnerability for the emerging
cyberthreat. To help port policymakers develop cybersecurity measures, this study conceptualized and
developed three dimensions of port cybersecurity hygiene (i.e. human, infrastructure, and procedure
factors) and investigated the relationships between port cybersecurity hygiene and cyberthreats (i.e.
hacktivism, cyber criminality, cyber espionage, cyber terrorism, and cyber war). A questionnaire survey
was used to collect data from all international container port operators and shipping lines with branches
in Thailand, and the proposed relationships were tested by structural equation modeling. The results
indicated that container ports tended to encounter hacktivism when their human, infrastructure, and
procedure factors were vulnerable. The weakness of the human factor could also lead to cyber terrorism,
while the deficiency of the infrastructure factor could lead to cyber criminality. Moreover, container
ports were likely to be harmed by cyber espionage if their procedure factor was poorly implemented.
Hence, the provision of training and education to all port workers, including top executives, managers,
and supervisors, are necessary to ensure a cyberthreat-awareness culture at all organizational levels.
Improving cybersecurity equipment could prevent unauthorized access to port business data and keep
important information secure, while the ISPS Code-based procedures and other preventive measures

Keywords:

Cyberthreat

Port cybersecurity hygiene
Cybertechnology

Prevention and policy development
Port digitalization

Structural equation modeling

should be strictly implemented by container ports to reduce the risk of cyberthreats.
© 2020 Production and hosting by Elsevier B.V. on behalf of The Korean Association of Shipping and
Logistics, Inc. This is an open access article under the CC BY-NC-ND license (http://creativecommons.

org/licenses/by-nc-nd/4.0/).

1. Introduction

The maritime industry is becoming increasingly digitalized.
Over decades, most maritime operators have adopted digital tech-
nologies to modify their business model and upgrade process
efficiency to create value for customers (Shepherd, 2004), comply
with legal requirements (Chao & Lin, 2009), and generate a com-
petitive advantage (Barnes & Oloruntoba, 2005). Clear evidence is
provided by the shipping segment. For example, over 90% of the
global merchant fleet uses digital systems: to connect with digi-
tal navigation networks such as ECDIS, GNSS, AlS, VDR and radar
(ICS, 2018); to support access control to ensure physical security,
administration of the ship or the welfare of the crew, and com-
munication among ships, shippers, and seaports (Tsai, 2006); to
support the loading, management and control of cargo, make cargo
manifests, loading lists, and other documents (ICS, 2018); and to
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replace manual systems for monitoring and controlling onboard
machinery and the propulsion and steering of most modern ves-
sels (Yeo, Pak, & Yang, 2013). As a logistics center and linkages with
shipping lines becomes digitalized, container ports have the inevi-
table duty to integrate cybertechnologies into port activities, such
as process design (Lee & Whang, 2005), cargo handling and naviga-
tion (Yeo et al., 2013), environment and pollution prevention, and
risk management (ICS, 2018), and port safety and security (Tsai,
2006). In some cases, the container ports digitalize their operation
inorder to comply with international and national practices, such as
the installation of AIS as required by the SOLAS Convention (IMO,
2019a, 2019b, 2019c), the use of hybrid-electric technologies to
replace pure diesel engine vehicles and equipment in ports as requi-
red by the MARPOL Convention (IMO, 2019a, 2019b, 2019c), X-ray
and gamma-ray imaging systems for safety and security purpose
as required by the ISPS Code (Homeland Security, 2018), and the
development of a digital network to support electronic transactions
with government departments through the National Single Win-
dow System as encouraged by the national government (Pintong,
2010). Apart from external forces, the desire of port operators to
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improve port efficiency and competitiveness is another great force
internally driving increased digitalization, such as the adoption of
automated vehicles and stacking cranes, gate automation, optical
characters recognition, license plate recognition, automated teller
machines, e-tracking services, and wireless devices (Chao & Lin,
2009). Based on the digital transformation rate in the maritime
industry, global hub ports will be completely digital in less than
a decade.

Nevertheless, the vulnerabilities created by accessing, inter-
connecting, or networking with these cybertechnologies and digital
systems can lead to cyberthreats (IMO, 2017). It was reported
that many leading ports and shipping operators have encounte-
red cyberthreats costing them huge amounts of money for the
business outage and system recovery. Some of the biggest cases
have been the cyberattacks on the system of the Greek Shipping
Company in 2010, the Iranian Shipping Line in 2011, Australian
Customs and Border Protection Service agency in 2012, Port of
Antwerp in 2013, Danish Port Authority in 2014, the Mearsk Line
in 2017, and the COSCO Shipping Lines in 2017 (Ahokas, Kiiski,
Malmsten, & Ojala, 2017; Kapalidis, 2018). Based on the above
cases, more than 80% of cyberthreats were due to the weakness
of port cybersecurity (Kapalidis, 2018) and the lack of a port pre-
vention policy (Tonn, Kesan, Zhang, & Czajkowski, 2019). This
highlights the essential role of port cybersecurity and policy in
preventing container ports and shipping firms from malicious
cyber actions. Unfortunately, a review of the literature shows the
deficiency of knowledge regarding cyberthreat and cybersecurity
regarding container ports. More than 90% of the research papers
discovered from the online databases of Scopus, Web of Science,
and ScienceDirect, do not focus on port cybersecurity and threats,
but rather concentrate on port physical security, such as the stu-
dies of Roach (2004), Tsai (2006), Orosz et al. (2009); Papa (2013),
Janssens-Maenhout, Roo, and Janssens (2010), McLay and Dreiding
(2012), Michel, Mendes, Ruiter, Koomen, and Schwaninger (2014),
McNicholas (2016), and Pallis (2017). This review also demon-
strated that most scholars focused on the development of risk
assessment methods that were claimed as effective approaches
enabling port operators to identify vulnerabilities in ports and to
select suitable measures to reduce natural and man-made hazards,
such as the studies of Orosz et al. (2009), Mansouri, Nilchiani,
and Mostashari (2010), McLay and Dreiding (2012), Chang, Xu,
and Song (2014), John et al. (2014), Loh and Thai (2014), Yang,
Ng, and Wang (2014), Johnstone (2015), and Pallis (2017). Adop-
ting advanced technologies to improve physical port security is
another attractive area for most academics (Tsai, 2006; Mansouri
et al,, 2010; Janssens-Maenhout et al., 2010; Scholliers, Permala,
Toivonen, & Salmela, 2016), while some studies have attempted
to explore other approaches to improve physical port security,
such as the international collaboration among governments (Papa,
2013), national laws and regulation to support the implementa-
tion of port security measure (Roach, 2004), and national policy to
support investment in critical cybersecurity infrastructure (King,
2005). Some studies have analyzed cybersecurity in general, but
most of the issues were not related to container ports. However,
port cybersecurity is directly explored in the works of Ahokas et al.
(2017), Homeland Security (2018), Bermejo (2010), and Moerel
and Dezeure (2017). Even though the components of cybersecu-
rity has already been documented by Kapalidis (2018) and the
different types of cyberthreats encountered by maritime opera-
tors have been discussed by Ahokas et al. (2017), Moerel and
Dezeure (2017) and Homeland Security (2018), the working pro-
cess of each element in port cybersecurity is still unknown and
the body of knowledge enabling port managers and policy makers
to understand how port cybersecurity is threatened by different
cyberthreats is still deficient.

Using Laem Chabang Port as a case study, the current study
aimed to narrow the literature gap by creating a novel model
demonstrating the integral elements of port cybersecurity hygiene
and its relationship with five groups of cyberthreats. The author
examined the relationships by using covariance based SEM. The
rest of this paper is organized as follows. In Section 2, the aut-
hor reviews the literature on port cyberthreat and cybersecurity
hygiene to provide a theoretical background and considered con-
cepts for developing the conceptual research model which was
used as the reference for developing research hypotheses. Section 3
explains the research methodology of this study, while the result for
the measurement model is explained in Section 4. This is followed
by the explanation of results for the structural model in Section 5
and the discussions in Section 6. Section 7 is the last part containing
the conclusions.

1.1. Laem Chabang Port

Leam Chabang Port (LCP) is the largest container port located
on the east coast of Thailand (see Fig. 1). Located at the center of
the region, LCP has played an important role in driving the econo-
mic growth of not only the country but also the ASEAN region. Its
service is used by many global shipping lines, such as CMA CGM,
CNC, ONE, Evergreen Marine, Maersk Line, KMTC, SITC, Mitsui OSK
Lines, Wan Hai Lines, APL, Yang Ming, and Hapag-Lloyd Container
Shipping. As a result, LCP is linked to more than 141 worldwide
ports (Civil Engineering Division, 2015). Currently, there are two
phases in LCP comprising 18 terminals. LCP Phase 1 consists of 11
terminals (Terminals AO-A5 and Terminals B1-B5), and LCP Phase 2
contains 7 terminals (Terminals CO-C3 and Terminals D1-D3). They
provide services to containers vessels, general cargo vessels, roll-
on/roll-off ships, bulk carriers, passenger ships, and flat-bottomed
boats (Laem Chabang Port, 20193, 2019b, 2019c). Over a decade,
the container throughput of LCP has continuously increased, rising
from 5.08 million of TUEs in 2010 to 8.01 million of TUEs in 2019
(Laem Chabang Port, 2019a, 2019b, 2019c), as illustrated in Fig. 2.

Due to the growing demand for domestic and regional container
transportation, the LCP-Phase 3 project becomes one of the most
important megaprojects contained in Thailand’s Eastern Economic
Corridor (EEC) development plan. LCP Phase 3 aims to increase con-
tainer handling capacity from 7.7 million TEUs/year to 18.1 million
TEUs/year by establishing Terminals E1, E2, F1, and F2 with invest-
ment value from public-private partnerships of THB 155.834 billion
(EECO, 2018). The investment of LCP Phase 3 focuses on automation
technologies, green equipment, and electronic systems in order to
support the Sustainable Development Goals of the United Nati-
ons (Laem Chabang Port, 2019a, 2019b, 2019¢). It is believed that
the EEC development plan can be achieved by technology-driven
innovation and collaboration among government agencies, private
sectors, educational institutes, and communities in an innovation
ecosystem. Hence, all areas in EEC (i.e. Chachoengsao, Chonburi,
and Rayong provinces), including LCP, are full of the digital and
innovative ecosystems, such as the Digital Park Thailand, eight
digital clusters, the First S-Curve industry (e.g. automotive, smart
electronics, affluent, medical and wellness tourism, agriculture and
biotechnology, and food for the future), and the New S-Curve (e.g.
robotics, aviation and logistics, biofuels and biochemicals, digital
industry, and medical hub) (BOI, 2019). The investment of these
targeted industries is supported by the financial incentives of the
Board of Investment of Thailand (BOI, 2019).

1.2. Cybersecurity and threat in Thailand and Laem Chabang Port

The Global Cybersecurity Index in 2018 indicated that the Thai
government has put a great effort into improving cyber compe-
tency in terms of data protection laws (ITU, 2018). Despite being
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Fig. 1. The satellite view of LCP in Chonburi Province, Thailand.
Source: Google Maps (2020) and United States Geological Survey (2020).

Remark: The left picture was drawn from Google Mapes by Google and the right picture was drawn from EarthExplorer by the United States Geological Survey and modified

in QGIS version 3.0.
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Fig. 2. Container port throughput at LCP.

ranked in the top 10 best-prepared countries for cyberattacks in
the Asia-Pacific region, Thailand is one of the countries that is
experiencing a huge amount of cyberattacks each year. Table 1
shows that the number of cyber incidents in both the private and
public sectors in Thailand has continuously increased since 2011
and reached the highest point in 2016 (4371 reports of the cyber
incident). It was reported that fraud, intrusion attempts, and mali-
cious code are the top three most frequently reported types of
cyber incidents (TCERT, 2019). For the public and governmental
sectors, the abusive content was the most common threat used to
attack the office of the prime minister. The intrusion attempt was
the threat usually encountered by the independent public agen-
cies and the court of Thailand, while the Denial of Service (DDoS),
including Open DNS Resolver, Flood, and Sabotage, was frequently
used to attack the computer network of public organizations,
professional qualification institutes, state enterprises, and state

6750 1001
6,459 | |

2014 2015 2016 2017 2018 2019

8,016 8,064

7,677

Source: Port Authority of Thailand, based on data from performance reports 2010-2019.

universities (TCERT, 2016). For the private sector, the financial sec-
tor was repeatedly threatened by the act of fraud (e.g. web phishing,
masquerade, and unauthorized use of resources and copyright).
The energy business was frequently attacked by the abusive con-
tent, whereas the securities company was frequently attacked by
the intrusion attempt (TCERT, 2016). Unlike other sectors, 107
firms in the transportation, logistics, and port sectors reported
that they were mainly attacked by two types of cyberthreats. The
first one was the malicious code using malware, virus, worm, tro-
jan, and ransomware to control the firms’ system and steal secret
information. The second one was the DDoS used to disrupt the
regular operation of the firm (TCERT, 2016). They explained that
the use of digital technologies becomes more common in port
and transportation industry in Thailand, this modern environment
will pose a greater risk of cyberthreats and the need to maximize
protection.
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Table 1

Cyber incidents in public and private sectors in Thailand (number of reports).
Incident type/year 2011 2012 2013 2014 2015 2016 2017 2018 2019
Abusive content 77 3 13 8 8 0 0 1 124
Availability 6 2 10 8 6 29 540 0 79
Fraud 309 534 694 1007 1141 1002 841 929 912
Information gathering 93 62 8 29 0 0 8 0 60
Information security 0 2 0 4 1 20 68 18 165
Intrusion Attempts 94 75 316 504 664 706 939 1102 467
Intrusions 0 13 631 709 1005 1020 570 335 218
Malicious code 63 82 73 1738 1546 1020 271 127 436
Other 4 19 0 0 0 0 0 8 9
Total 646 792 1745 4007 4371 3797 3237 2520 2470

Remark: Statistics are based on the ThaiCERT’s incident reports from 2011 to 2019.

To minimize the cyber risk in the port industry, Port Autho-
rity of Thailand (PAT) has taken measures and policies to prevent
upcoming cyber threats in LCP and other state-owned ports. The
initial measure focuses on the information security management
system (ISMS) of the port. As PAT holds the ISO 27001 certifica-
tion, the regulation of ISO 27001 is strictly used as a reference
to develop the internal policies and procedures for systematically
managing the security of assets, such as financial information, intel-
lectual property, employee details, and information entrusted by
third parties (PAT, 2018a, 2018b). To comply with the ISO 27001,
PAT obliges to ensure that the ISMS is based on the information risk
management process that includes all legal, physical, and technical
perspectives. Additionally, the maritime cyber risk management
suggested by the International Maritime Organization is also used
toimprove a port risk assessment process to recognize the full range
of the cyber risk from digitization, integration, automation, and
network-based systems that the port and data might encounter.
By doing this, PAT can develop the appropriate emergency pre-
paredness plan, mitigation measure, safety management system,
cybersecurity, and strategy for reducing the cyber risk or increa-
sing awareness of cyber risks at all levels of an organization (PAT,
20183, 2018b; IMO, 2019a, 2019b, 2019c¢). Another port cyberse-
curity measure concentrates on the improvement of knowledge
and competency of the port staff (Office of the Official Information,
2020). PAT and LCP regularly provide training courses to address
the dangerous behavior and increase cybersecurity awareness of
employees, managers, and directors of the port organization, such
as data and IT security training, IT systems operations and mainte-
nance, network security, regulatory and standards compliance, and
security risk management (TCERT, 2018). Apart from these measu-
res, PAT and LCP heavily attempt to link the port facility security
with port cybersecurity by adopting the regulation of the Inter-
national Ship and Port Facility Security (ISPS) Code to design the
internal port operation to support their cybersecurity (PAT, 2018a,
2018Db). For instance, only persons and vehicles with an admission
card issued by the security center are allowed to enter for port busi-
ness contacts. This could prevent malicious outsiders from passing
into the port and accessing the secret information (PAT, 2018a,
2018b). Likewise, only authorized officers could access into and
out of specific areas; and the personal information of port staffs,
including port transaction data, could not be accessed by any unaut-
horized officers to prevent the information from any unauthorized
use and to comply with the Personal Data Protection Act, B.E. 2562
(2019) (PAT, 2018a, 2018Db).

The Cyber Security Act, B.E. 2562 (2019) is another important
law in the port industry of Thailand. This act was enforced in 2019
to prevent and combat any unlawful actions done using a compu-
ter, etc., to cause damage or harm to a computer system, computer
data, or other relevant data (TSPM, 2019). The regulation of this act
empowers the related governmental authority to determine the
response measure for handling the cyberthreat and offender, such

as examining computers, computer systems, and cyber data, seizing
computers, computer systems, any other equipment, and penali-
zing the offender by fines or other punishments. Another related
law is the Official Information Act, B.E. 2540 (1997). This act enables
LCP to enhance port cybersecurity by concealing important infor-
mation from the public (Office of the Official Information, 1997).
LCP may issue an order prohibiting the disclosure of official infor-
mation if the disclosure will (1) jeopardize the national security,
international relations, national economic, or financial security, (2)
result in the decline in the efficiency of law enforcement or fai-
lure to achieve its objectives, (3) endanger the life or safety of any
person, and (4) unreasonably encroach upon the right of privacy,
etc. In addition to law enforcement, the Thailand Computer Emer-
gency Response Team (ThaiCERT) was specifically established by
National Electronics and Computer Technology Center to monitor
and handle computer security incidents in all cyber communities
in Thailand (TCERT, 2000). ThaiCERT also provides other neces-
sary supports to ports and other institutes in order to enhance the
national cybersecurity, such as a digital forensic examination by
certified examiners, reporting service in compliance with current
international standards, and cyber incident handling.

2. Literature review and hypothesis development
2.1. Cyberthreats

Research papers regarding port security and threat have been
published since the terrorist attacks on the World Trade Cen-
ter and the Pentagon in the United States (McNicholas, 2016).
Many scholars revealed that the important infrastructure, espe-
cially transportation sector, was the target of the terrorist, such
as hijacking and migrant smuggling (Roach, 2004), information
risk of transit containers in Taiwanese ports (Tsai, 2006), maritime
terrorist attacks (Orosz et al., 2009; Papa, 2013), illicit trafficking
of fissionable material in container cargoes (Janssens-Maenhout
et al.,, 2010), smuggling nuclear material into the USA for nuclear
terrorism (McLay & Dreiding, 2012), transportation of dangerous
weapons of terrorist organizations (Michel et al., 2014), cargo thie-
ves, stowaways, pirates, and drug smugglers (McNicholas, 2016),
and vandalism, illegal immigration, and blockade (Pallis, 2017).
Due to the increasing number of terrorist attacks in maritime
transport chain, the safety of container cargo and security mea-
sure of seaport became the attractive issue in the global arena.
Since automated technology has been adopted in the maritime
industry, port operators and sea carriers become the target of
cybercrime (Choong-Hee, Soon-Tai, & Sang-Joon, 2019). Table 2
summarizes the cyberattacks exposed by leading shipping lines,
shipbrokers, logistics companies, and large container ports. The
literature review demonstrated that the approach and motiva-
tion for conducting cyberthreat differed from case to case. Among
these, the ransomware was the most frequently used threat for
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Table 2
Cyberattacks in maritime transport industry.
Firm Type of operator Type of cyberattack Year Source
Islamic Republic of Iran Shipping Shipping line Cyberattack 2011 Torbati and Saul, (2012); Hayes
Lines (2016)
Japanese and Korean shipbuilding Ship builder Advanced phishing attacks 2013 Hayes (2016); Shaikh (2017);
Persistent threat ICS (2018)
Maritime industry in South Korea Shipping line Cyberattack 2016 Shaikh (2017); Nichols (2016)
Port operator
Maersk line and Maersk group’s Shipping line Malware 2017 Jensen (2017); Fosen (2019)
APM Terminals Port operator Cyber extortion
BW Group Shipping operator Hacktivism 2017 Fosen (2019)
Floating gas infrastructure
FedEx Logistics company Wiper virus for deleting 2017 McKevitt (2017)
data
Clarkson Plc Shipbroker Hacktivism 2017 Kennard (2019)
Port of Barcelona Port operator Ransomware attack 2018 Aharoni (2018)
COSCO terminal in Long Beach Port Port operator Ransomware attack 2018 Aharoni (2018); Fosen (2019)
US Port of San Diego Port operator Cybersecurity incident 2018 The Institute of Marine

Ransomware attacks

Engineering, Science and
Technology (2018)

Total Quality Logistics (TQL) Logistics company Data phishing attempt 2020 TQL (2020); Forde (2020)
Freight broker
Toll Group Freight forwarder Ransomware attack 2020 Otago Daily Times (2020)

disrupting the computer networks and servers, such as the attacks
in Port of Barcelona (Aharoni, 2018), Port of San Diego (The Insti-
tute of Marine Engineering, Science and Technology, 2018), COSCO
terminal in Long Beach Port (Fosen, 2019), COSCO Shipping Lines
(Homeland Security, 2018), and Toll Group (Otago Daily Times,
2020). This was followed by the phishing attempt, malware, and
virus for data destruction and cyber extortion. For example, in 2017
Maersk line and 76 terminals of A.P. Moller Maersk were attacked
by malware for cyber extortion, costing the firm approximately
USD 300 million and causing disrupted operations for many weeks
(Ahokas et al., 2017; Jensen, 2017; Fosen, 2019).

Based on the work of Ahokas et al. (2017), shipping and port
operators might be targeted by five categories of cyberthreats,
namely, hacktivism, cybercrime, cyber espionage, cyber terrorism,
and cyber war. Each has a different definition and characteristics.
For example, the hacktivism means the operation in cyberspace
using different hacking techniques (e.g. malware) to invade into
web pages and on computers, and create pressure on a certain
object. The aim for conducting hacktivism varies from gaining
attention with his/her actions to disrupting business through the
vulnerable gaps in the cyberspace (Ahokas et al., 2017). The cyber
criminality refers to criminal activities that are deemed injurious
to the public welfare and are legally prohibited. The motivation to
conduct cyber criminality is normally to exploit human or security
vulnerabilities in order to steal passwords, data, or money directly,
such as using bogus emails to ask for security information and per-
sonal details (National Crime Agency, 2017). Sometimes, it aims to
(1) gain financial benefits, (2) inflict personally motivated harm,
(3) endanger confidentiality and availability of data and systems,
or (4) violating a firm’s reputation and brand (Christou, 2016). Like
hacktivism, the cyber espionage is the illegal access to secret and
delicate information (e.g. company strategy, private information,
or intellectual capital). However, the cyber espionage aims to gain
competitive advantages rather than create pressure and business
disruption (Ahokas et al., 2017). Thus, the consequences might be
the loss of intellectual property, business profits and efficiency, and
customer information, additional costs thanks to the interrupted
business plan, and damage to company reputation (Platt, 2011).
In contrast, cyber terrorism is a politically-motivated attack of by
cyberterrorist (e.g. international groups or secret agents) using
various tools (e.g. computer viruses, computer worms, phishing,
and other malicious software) to violate the information, computer
systems, computer software, and databases of important organi-
zations or global networks in order to accomplish the political or

ideological gain (Ahokas et al., 2017). Thus, the cyber terrorism
normally causes serious consequences, such as massive damage
to government systems and national security programs, or loss
of life or significant bodily harm (Limnéll, Majewski, Salminen, &
Samani, 2015). The last category of cyberthreats is the cyber war
which is a part of the modern information war between nations.
In general, it is relevant to the military affair aiming to disable
the military target by using malicious software, viruses, and other
technologies (Lewis, 2002). Apart from the military, the cyber war
might be done by the state-sponsored actor (e.g. terrorist groups,
companies, political, or ideological extremist groups) to attack the
opponent’s computer networks (Green, 2015). Over decades, the
hacktivism, espionage, denial-of-service attack, and disruption of
electrical power grid have been found as the popular attack in
cyber war (Homeland Security, 2018), but these actions could pre-
sent a multitude of threats toward a nation (Weinberger, 2007). In
cyber war, the computers and satellites might be used to disturb
the critical water, power, fuel, communications, and transportation
infrastructure that leads to disastrous consequences (Lewis, 2002).
This infrastructure includes port infrastructure that is the key node
of global trade holding substantial amounts of data and mone-
tary transactions among stakeholders. This makes ports attractive
for cyberattacks, especially the leading ports with a high degree
of interconnection and lacking adequate cybersecurity (Ahokas
et al.,, 2017; Lewis, 2002; Moerel & Dezeure, 2017). This argument
is consistent with that of Tonn et al. (2019) who explored that
the transportation infrastructure of most countries was the tar-
get of hackers, criminal organizations and thieves, state-sponsored
attackers and spies, other companies or organizations, terrorists,
malicious insiders, and contractors, resulting in customer data
breaches, property damage or theft (e.g. accidents caused by com-
promising signaling systems), data damage (e.g. hacking maritime
cargo management systems), loss of income due to outages and fai-
lure, website defacement, and cyber extortion. Based on the above
explanation, this study gathered all cyberthreats exposed by port
and other industries and classified them into five categories based
on the approach of Ahokas et al. (2017), as presented in Table 3.

2.2. Port cybersecurity

Port cybersecurity is an important issue for port authority
who takes responsibility for ensuring port safety and security.
Basically, the port authority has powers and duties to issue gene-
ral and specific regulations for regulating and controlling the
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Table 3
Characteristics of cyberthreat.
Cyberthreat category Objective Cyberthreat Sources
Hacktivism M To invade web pages W Hack by malware Moerel and Dezeure

and computers to
create pressure
Cyber criminality M To gain financial
benefits
M To inflict personally
motivated harm

Cyber espionage M To gain competitive
advantage and
intellectual property of
other business

M To interrupt business
operations

B To damage company
reputation

Cyber terrorism M To politically attack
information, computer
systems, computer

software and databases

Cyber war M To fight against
opponent countries by
damaging or disabling
their rivals’ computer
networks, especially
relevant to military
affairs

B Hack by ransomware (2017)
M Credential theft Homeland Security
M Privacy violation (2018)

H Revenge or bullying
M Criminal damage

MW Robbery of cargo

M [dentity theft

M Data breach

M Data damage

M Illicit gambling or
spreading false
information

W Copyright or brand
violation

M Illegal access to
secret and delicate
information such as
company strategy,
private information or
intellectual capital

B Cyber extortion

M Information stealing
M Insiders gaining
unauthorized access to
information systems

M Intruder having
direct physical access
to systems and the
network

M Cross contamination
B Cyber fraud

MW Outage and
information system
failure

B Website defacement
M Subversion of
security control

Ahokas et al. (2017)
Tonn et al. (2019)

Ahokas et al. (2017)
Homeland Security
(2018)

Moerel and Dezeure
(2017)
Tonn et al. (2019)

Sabotage
M Sabotage at national Ahokas et al. (2017)
level Moerel and Dezeure

B Disruptive attacks by
state actors

(2017)

information exchange, communication, and digital transaction bet-
ween terminal operators and their users within the framework of
the ISPS Code (ESCAP, 2019; IMO, 2019a, 2019b, 2019c¢). To make
sure that the relevant regulations are disseminated to all involved
parties, the terminal operator will act in the interest of the port
authority by issuing the effective security procedures and commu-
nicating them to the shipping line and other relevant operators
(The World Bank, 2007). Based on this practice, one of the most
important causes making port operators vulnerable to cyberthreats
was the insufficient cybersecurity and policy to protect their digital
assets and infrastructure (Ahokas et al., 2017; Homeland Security,
2018; Moerel & Dezeure, 2017). To maintain port cybersecurity,
cooperation with the major partnerships is the first step to accom-
plish(Silgado, 2018), while standardizing the concept for regulating
port and vessel cybersecurity is another key for cyberthreat protec-
tion. For this reason, ISPS Code plays the most important role in port
cybersecurity.

ISPS code was launched in 2004 by the International Maritime
Organization (IMO) for enforcing its regulation on all vessels over
500 GRT sailing the international trade routes and cargo transpor-
tation in ports (IMO, 2019a, 2019b, 2019c). As it is an amendment
to the Safety of Life at Sea (SOLAS) Convention (1974/1988), ISPS
Code heavily focuses on the minimum-security arrangements for

ships, ports, and government agencies. To regulate all relevant
operators, the special measures of the ISPS Code is implemented
through the security regulation in chapter XI-2/3, XI-2/6, and XI-
2/8 (IMO, 2014). The regulation in chapter XI-2/3 focuses on the
procedure onboard the vessel and in port. It determines all ships
that are prior to docking in port must immediately comply with all
requirements for security levels that are determined by that con-
tracting government (IMO, 2014). The regulation in chapter XI-2/6
concentrates on the security facility and equipment onboard the
vessel. All firms must make sure that all ships are equipped with a
security alarm system efficiently communicating from the ship to
the onshore administration via satellite system. The regulation in
chapter XI-2/8 focuses on humans. It establishes the mainrole of the
ship master, allowing him to maintain order and conduct decisions
for the sake of the personnel and security of the ship (IMO, 2014).
Every port must designate a port facility security officer to take care
of the development, implementation, revision, and maintenance of
the port facility security plan and for liaison with the ship secu-
rity officer and company security officer (IMO, 2014). Additionally,
the PFSO is authorized to enter port facilities and to board ships to
make inquiries, examinations, inspections, searches, seizures, and
to apprehend in accordance with the ISPS Code; exercise control
measures over ships within the port; and implement all security
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measures and exercise the Port Facility Security Plan as required
by the ISPS Code.

The ISPS Code highlights the importance of human working
onboard the vessel and in port, security equipment and infrastruc-
ture, and procedure for cybersecurity protection. This implies that
port cybersecurity hygiene depends heavily on three main factors,
namely human, infrastructure, and procedure, which enable firms
to prevent cyber infrastructure and asset loss from cyberthreats
(Moerel & Dezeure, 2017; Kapalidis, 2018). Regarding the human
factor, a firm employing workers who have IT skill and cyber-
security knowledge could reduce the cyber risk. To ensure this,
training courses should be provided to improve the knowledge,
skill, awareness of IT staff and other employees, including execu-
tives of the firms; this was critical for the success of cybersecurity
measures (Kapalidis, 2018). Additionally, a response team compri-
sing IT staff, designated port security officers and top executives,
should be specifically formed to deal with malicious acts (Ahokas
et al,, 2017) and to ensure a cyberthreat-awareness culture at all
organizational levels (Moerel & Dezeure, 2017). The argument of
Ahokas et al. (2017), Moerel and Dezeure (2017), and Kapalidis
(2018) revealed that providing the training courses to all workers
and setting up port cybersecurity team would ensure a cyberthreat-
awareness culture at all organizational levels and reduce the cyber
risk, while the studies of Lewis (2002), Ahokas et al. (2017), Moerel
and Dezeure (2017), and Tonn et al. (2019) pointed out that ports
hold substantial amounts of data and a number of financial transac-
tions making them attractive for cyberattacks. Thus, port operators
with a high degree of interconnection and lacking adequate cyber-
security could encounter with hacktivism (Ahokas et al., 2017),
cyber criminality (Christou, 2016), cyber espionage (Platt, 2011),
cyber terrorism (Limnéll et al., 2015), and cyber war (Green, 2015;
Lewis, 2002). Hence, it is reasonable to believe that a higher capa-
bility regarding the human factor will reduce the opportunity for
cyberthreats in container ports. In contrast, container ports tend
to encounter cyberthreats when their human factor is vulnerable.
Thus, it was hypothesized that:

H1a. The lower the human factor, the higher the hacktivism.
H1b. Thelower the human factor, the higher the cyber criminality.
H1c. The lower the human factor, the higher the cyber espionage.
H1d. The lower the human factor, the higher the cyber terrorism.
H1le. The lower the human factor, the higher the cyber war.

Regarding the infrastructure factor, Kapalidis (2018) conside-
red that managers and policy makers should take into account
the investment of infrastructure to maintain cybersecurity of
the internet-based technologies that have been adopted by most
modern companies. This includes the modern container ports
which have increasingly integrated into port activities automatic
and digital technologies (e.g. automated cargo handling equipment
and vehicles (Boyes, Isbell, & Luck, 2016), smart office building,
Internet of Things devices (Boiko, Shendryk, & Boiko, 2019), auto-
mated cargo container tracking system (Moerel & Dezeure, 2017),
traffic control system (Vorakulpipat, 2013), and intelligent ware-
house control system (Ahokas et al., 2017)). Without security
infrastructure (e.g. firewalls, software encryption, virus detec-
tion, and system compartmentalization), a container port could
easily be harmed by cyberthreats because the infrastructure fac-
tor dominates the capability of container ports in protecting
cyberthreat. Therefore, the investment in security infrastructure,
such as firewalls, software encryption, virus detection, and system
compartmentalization, could help reduce cyber risk in modern
container ports. Contrarily, the deficiency of port cybersecu-
rity infrastructure could increase the opportunity of hacktivism
(Ahokas et al., 2017), cyber criminality (Christou, 2016), cyber

espionage (Platt, 2011), cyber terrorism (Limnéll et al., 2015), and
cyber war (Lewis, 2002; Green, 2015) in ports. Thus, it is reasonable
to believe that the container port with higher infrastructure fac-
tors could reduce the risk for cyberthreats, while those with lower
infrastructure factors would increase the likelihood of cyberthreats.
Based on this argument, it was hypothesized that:

H2a. The lower the infrastructure factor, the higher the hackti-
vism.

H2b. The lower the infrastructure factor, the higher the cyber
criminality.

H2c. The lower the infrastructure factor, the higher the cyber
espionage.

H2d. The lower the infrastructure factor, the higher the cyber
terrorism.

H2e. Thelower the infrastructure factor, the higher the cyber war.

The procedure factor is the last element of cybersecurity
hygiene. It comprises the responsive measures enabling firms to
prevent, reduce or eliminate a cyberthreat from their business
activities. Some responsive measures that port managers could
implement have been well documented, such as system design
and operations improvements (Tonn et al., 2019), disaster response
and damage management after an incident is detected (Chang
et al.,, 2014), determination of buying objectives and concomi-
tance between supply chain members (Windelberg, 2016), risk
assessment and management (Boiko et al., 2019; Polatidis, Pavlidis,
& Mouratidis, 2018; Ralston, Graham, & Hieb, 2007), improvement
of transaction design and system by applying ISO regulations, and
cyberinsurance (Majuca, Yurcik, & Kesan, 2006). Among these mea-
sures, risk management seems to be the most preferable tool for
port security enhancement as it helps port managers identify all
possible risks and to then select suitable measures for addressing
them effectively, while other measures that cannot provide these
benefits are supportive tools that help port managers implement
risk management more efficiently. Apart from these, the process
of data sharing with other partners (e.g. port users) was claimed
as another vital part of the procedure factor (Cho, Lee, & Moon,
2018). They argued that the vulnerable architecture of port infor-
mation exchange could also lead to cyberthreats (Cho et al., 2018).
This highlighted the importance of the data exchange methods and
types of security program adopted to prevent threats in container
ports. The previous studies revealed that the procedure factor could
help ports to prevent, reduce, or eliminate a cyberthreat from their
business activities. In contrast, the failure in implementing measu-
res will lead ports to cyberthreats because the cyber risk was rarely
identified and poorly understood due to the deficient procedure
factor. This would disable ports to prepare the appropriate measu-
res for mitigating cyber risks of hacktivism (Ahokas et al., 2017),
cyber criminality (Christou, 2016), cyber espionage (Platt, 2011),
cyber terrorism (Limnéll et al., 2015), and cyber war (Green, 2015;
Lewis, 2002) in ports. Based on this argument, it was reasonable to
hypothesize that:

H3a. The lower the procedure factor, the higher the hacktivism.

H3b. The lower the procedure factor, the higher the cyber crimi-
nality.

H3c. The lower the procedure factor, the higher the cyber espio-
nage.

H3d. The lower the procedure factor, the higher the cyber terro-
rism.

H3e. The lower the procedure factor, the higher the cyber war.
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Table 4
Cyber security hygiene.

Attribute

Sources

Human

Training of workforce

Security awareness of workforce

Training of executives

Security awareness of executives

IT security staff and response team

Security culture of workers

Infrastructure

Physical infrastructure and commodity

M Office building

M Terminal operating center

M Cargo

Vehicle and equipment

M Vessels and long-haul trucks

B Cargo handling equipment

B Automated cargo handling equipment and vehicles
MW Navigational support equipment

W Empty depot tools

M e-Desk tools

M Internet of Things devices (e.g. sensors and camera)
B Other machinery and equipment

Port operation and control system

M Port access control system

M Shore-based system for vessel operation and navigation
B Automated cargo container tracking system
M Internet-use control system

W Handling control system

M Traffic control system

M Building control system

B Warehouse access control system

M Internal working network

M External business collaboration network

M Customs information technology
Information infrastructure to support port cyber security
B Information security

M Application security

M Cyber threat protection

M Internet security

W Network security

Procedure

M Risk management

M Port risk governance

B Change management

B Information sharing

B Threat and vulnerability management

M Event and incident response

M Cyber and program management

M Resilience measure and system redundancy
B Damage management

M [SO 31000:2009 and ISO/IEC 27005:2011

Ahokas et al. (2017)
Moerel and Dezeure (2017)
Kanalidis (2018)

IMO (2019a, 2019b)

Nykodym and Taylor (2004)
IMO (2019a, 2019b)

Vorakulpipat (2013)
Boyes et al. (2016)

Ahokas et al. (2017)
IMO (2019a, 2019b)

Moerel and Dezeure (2017)
Kanalidis (2018)

Boiko et al. (2019)

IMO (2019a, 2019b)

Tonn et al. (2019)

IMO (2017)
IMO (2019a, 2019b)
Tonn et al. (2019)

Lee and Whang (2005)
Majuca et al. (2006)
Ralston et al. (2007)
Boyes et al. (2016)
Cherdantseva et al. (2016)
Kanalidis (2018)

Polatidis et al. (2018)
Boiko et al. (2019)

IMO (2019a, 2019b)

Table 4 summarizes all factors influencing port cybersecurity
hygiene, while Fig. 3 demonstrates the research model comprising
cyberthreats grouped into five latent factors and port cybersecurity
hygiene grouped into three latent factors. The causal relationships
among the eight latent factors were based on research hypotheses
H1la-H3e.

3. Research methodology
3.1. Measurement and questionnaire development

The items for survey measurement were drawn from the based
on two groups. The first group comprised 25 items involving five
categories of cyberthreat (i.e. four items for hacktivism, eight items
for cyber criminality, seven items for cyber espionage, four items
for cyber terrorism, and two items for cyber war) (see Table 3). The
second group consisted of 43 items involving three factors repre-
senting three elements of cybersecurity hygiene (i.e. six items for
the human factor, 27 items for the infrastructure factor, and ten

items for the procedure factor) (see Table 4). The questionnaire
was designed in three parts. The first part collected general infor-
mation regarding the respondents and firms. The second and
the third parts measured the 68 items mentioned above for the
first and second groups, respectively. All measures were scored
using a five-point Likert scale (1=strongly disagree, 2 =disagree,
3 =neither agree or disagree, 4=agree, and 5=strongly agree). In
questionnaire part two, the respondents were asked to identify
the possible cyberthreats violating the cybersecurity of a contai-
ner port, not specifically their branches in Thailand, but in other
countries. In questionnaire part three, they were asked to rate the
capability level of each measure sufficiently implemented to pre-
vent a cyberthreat.

The first draft of the questionnaire was reviewed by five logistics
experts from educational institutes, three port managers, three IT
supervisors, three managers of shipping lines, and two customer
service supervisors of freight forwarders to ensure the validity of
the questionnaire and to make sure that the words or sentences
used in the questionnaire were understood by the respondents.
Minor revisions were made to replace ambiguous terms with better
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Hle
H2a
Infrastructure H2c
factor 2
H2e
H3a

Procedure
factor

Cyber security hygiene of
container port

Cyberthreats

Fig. 3. Research conceptual model.

words and some redundancy of items was suggested resulting in
some merging under the same structure. Thus, the items for mea-
suring the factors were reduced: (1) infrastructure factor from 27 to
19items; (2) hacktivism from four to three items; (3) cyber crimina-
lity from eight to seven items; and (4) cyber espionage from seven
to five items. The remaining items were unchanged. Then, the pilot
study was conducted by asking the same 16 experts to complete
the revised questionnaire. The results showed that no revision was
required by the experts and so the completed questionnaire was
distributed to the respondents.

3.2. Sample and data collection

The current study avoided self-evaluation bias and incompre-
hensive information by collecting data from both international
container port operators and port users (shipping lines and ship-
ping agents) with established branches in Thailand. The titles and
contact addresses of the 243 companies were obtained from: (1) the
websites of Laem Chabang Port Authority and the Port Authority of
Thailand; (2) the directories of Lloyd’s List; and (3) from personal
contact with the authors and colleagues, comprising 18 terminals
in Laem Chabang Port, 5 private seaports in Chonburi Province, 10
terminals in Bangkok Port, and 210 shipping lines and ship agents.
The author purposively selected the respondents who worked in
the managerial levels of each company and had responsibility for
information technology and cybersecurity in the firm. Where the
respondents were at the operational level, they were required to
at least five years’ experience in the relevant fields. To ensure the
respondents were suitably qualified to participate, the author and
survey team provided the aims of study, the survey objective, and
directions on how to answer the questionnaire to respondents or to
the coordinators who would select the respondents via a telephone
call before delivering a copy of the questionnaire at the office or
sending the online questionnaire to the respondents. Respondents
could choose the more convenient way for them to submit their
questionnaire responses. Most of the firms expressed great con-
cern at providing this critical information; thus, the company name
and title of each respondent, including position, were kept confi-
dential to avoid any conflict of interest or damage to a company’s
reputation. Furthermore, non-response bias was also reduced by
providing a long data collection period (one month) to each of the
respondents to allow completion of the questionnaire.

The first wave of questionnaires was sent out in April 2019 to
all potential respondents. Each respondent was asked to complete
the questionnaire within one month; subsequently, those who had
not return by then were reminded by the author via a telephone
call every month in order to ensure the response rate of the sur-
vey. Overall, the survey lasted from April to July 2019 and 147

completed questionnaires were returned to the author, accoun-
ting for 60.49% of the total respondents. These were made up of
129 shipping lines and agents (61.42% response rate) and 18 port
operators (54.54% response rate). Table 5 describes the profile of
respondents. It can be seen that more than half of the respondents
are the senior supervisor. Almost 5% of the respondents are the
senior manager or higher and about 30% of the respondents are
the manager responsible for information technology, cybersecurity,
ship operation security, port safety and security, and cargo ope-
ration. The majority of the respondents identified that they have
working experience in cybersecurity and related areas of exper-
tise. Almost 60% of the respondents have experienced more than
10 years and about 20% of the respondents have experienced at
least 5 years, while the rest of the respondents have experienced
less than 5 years. The areas of their duty are 9.52% port and cyberse-
curity, 14.29% IT and computer network, and 76.19% ship security,
indicating that the respondents have covered the function in port
and ship cybersecurity.

The author used SPSS Statistics version 22 by IBM to test the
non-response bias and the difference between two respondent
groups. The non-response bias was examined between the scores
from the early and late respondents using a t-test and the result
indicated that there was no statistically significant difference at
p<0.05 indicating that the survey data was free from non-response
bias. Thereafter, the difference between the mean scores obtained
from two groups of respondents were also investigated using t-test.
These results implied that there were no statistically significant dif-
ferences among mean at p <0.05 meaning that shipping lines and
port operators had similar attitudes toward possible cyberthreats
and port cybersecurity hygiene. The mean and standard deviation
of all items are presented in Table 6.

4. Results for the measurement model

Eight latent constructs, as shown in Fig. 3, were developed based
on the existing literature (i.e. three constructs for cybersecurity
hygiene and five constructs for cyberthreats). The author initiated
the factor analysis by using SPSS Statistics version 22 by IBM to
conduct exploratory factor analysis (EFA) and then AMOS version
21 by IBM to conduct confirmatory factor analysis (CFA) in order to
evaluate the measurement model.

Cybersecurity hygiene comprises human, infrastructure, and
procedure factors. Six items were used to measure the human fac-
tor, 27 items were used to measure the infrastructure factor, and 10
items were used to measure the procedure factor. After factor ana-
lysis was conducted, the result revealed that 26 items had loading
factors less than 0.6 which should be deleted from the construct
to maintain convergent validity (Hair, Black, Babin, & Anderson,
2010). Thus, the author removed one item from the human factor
construct, 21 items from the infrastructure factor construct, and
four items from the procedure factor construct because they will
not adequately represent a specific construct and only items with
loading factors greater than 0.6 were maintained and considered
for further analysis. After removing these 26 items, the remaining
items were factor analyzed and the results are presented in Table 7.

Cyberthreats contains five constructs; namely, hacktivism,
cyber criminality, cyber espionage, cyber terrorism, and cyber war.
Each construct was measured by different items: four items for
measuring hacktivism; eight items for measuring cyber crimina-
lity; seven items for measuring cyber espionage; four items for
measuring cyber terrorism; and two items for measuring cyber
war. The result of factor analysis demonstrated that nine items had
loading factors greater than 0.6 while the rest items had loading fac-
tors less than 0.6. To maintain convergent validity as suggested by
Hair et al. (2010), the author removed one item from hacktivism
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Table 5
Profile of survey respondents (n=147).
Profile of respondents Shippinglines and agents Terminal operators Total
n % n % n %
Position Senior supervisor 85 57.82 10 6.80 95 64.63
Manager 39 26.53 6 4.08 45 30.61
Senior manager or higher 5 3.40 2 1.36 7 4.76
Years of working 1-4 31 21.09 5 3.40 36 24.49
experience (years) 5-9 23 15.65 4 2.72 27 18.37
>=10 75 51.02 9 6.12 84 57.14
Security-related duty Port and cybersecurity 0 0 14 9.52 14 9.52
IT and computer network 17 11.56 4 2.72 21 14.29
Ship security 112 76.19 0 0.00 112 76.19
Nationality of firm Other 103 70.07 15 10.20 118 80.27
ownership Thai 26 17.69 3 2.04 29 19.73
Table 6
Mean and standard deviation of survey data.
Attribute Shipping lines (n=129) Port operators (n=18)
Mean SD Mean SD
Human factor
Training of workforce 3.403 1.0271 3.322 1.0178
Security awareness of workforce 3.581 .8988 3.433 7859
Training of executive 3.403 1.0271 3.389 1.1448
Security awareness of executive 3.581 .8988 3.611 9164
IT security staff and response team 3.055 9799 2.967 9701
Procedure factor
Risk management 3.667 1.0704 3.578 1.0741
Port risk governance 3.155 .9799 3.189 1.0226
Information sharing 2713 1.1263 2.622 7321
Threat and vulnerability management 2.674 1.1330 2.533 .6860
Cyber and program management 3.264 1.1286 3.111 1.0226
Resilience measure and system redundancy 2.395 .9305 2.278 .8264
Infrastructure factor
Cargo container tracking and traffic control system 2.798 .8041 2.611 .6077
Internet-use control system 2.674 7823 2.578 5745
External collaboration network 3.736 .8972 3.644 7838
Information security 2.946 .8954 2.833 7071
Communication and collaboration security 2.860 .8546 2.689 .6077
Internet and network security, including cyber threat protection 2.854 .8034 2.722 .8264
Hacktivism
Hack by malware and ransomware 4512 6139 4433 .6860
Credential theft 4.341 7015 4.256 7254
Privacy violation 4318 .9099 4.233 1.0981
Cyber criminality
Criminal and data damage 2.444 1.1338 2.389 .6978
Data breach 3.775 1.1541 3.822 .6468
Cyber espionage
Insiders gaining unauthorized access to information systems 4.140 .5961 4.200 .5145
Intruder has direct physical access to systems and the network 3.333 .7840 3.467 .6860
Cyber terrorism
Outages and information system failure 3.047 .8183 3.000 7670
Subverting security control 2.736 9145 2.778 .8085

construct, six items from cyber criminality construct, five items
from cyber espionage construct, two items from cyber terrorism
construct, and two items from cyber war construct. By doing this,
only seven constructs of cyberthreats were maintained and the
cyber war was excluded from further analysis because there was no
significant item under its construct. After removing these 16 items,
the remaining items were factor analyzed and the results are shown
in Table 7.

The results of CFA illustrated that the measurement model
was acceptable due to the fit indices of the model. As demon-
strated at the bottom of Table 7, the value of relative chi-square
(CMIN/DF=1.722) which is less than 2 and not significant at
o =0.05. The values of incremental fit index (IFI=0.928), Tucker-
Lewis index (TLI=0.904), and comparative fit index (CFI=0.926)
were greater than 0.9, while the value of root mean square error of
approximation (RMSEA = 0.05) was not significant at « = 0.05. These
indices were within the threshold recommended by Hu and Bentler

(2009), indicating an adequate model fit. Furthermore, all items
had loading factors greater than 0.6 (ranging between 0.621 and
0.909), indicating the good correlation between the item and its
construct (Hair et al., 2010). The reliability and internal consistency
of the measured items representing each construct were evaluated
by composite reliability instead of Cronbach’s alpha because the
composite reliability is normally used to measure scale reliability
overall in CFA (Bacon, Sauer, & Young, 1995), while the Cronbach’s
alphais used in EFA (Nunnally, 1978). Hence, the composite reliabi-
lity (ranging between 0.660 and 0.877) was greater than 0.6 which
was within the recommended range in the literature (Bacon et al.,
1995), indicating the internal consistency. The average variance
extracted (AVE) was also used to assess the convergence among
a set of items representing a latent construct. It was found that
the AVE value of three constructs (i.e. human, infrastructure, and
procedure factors) was higher than 0.5 indicating the convergence
validity, while the AVE value of the other four constructs (i.e.
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Table 7
Factor analysis of cybersecurity hygiene and cyberthreats.
Item Component
Cybersecurity hygiene Human factor Infrastructure factor Procedure factor
Training of workforce 751
Security awareness of workforce 904
Training of executive 734
Security awareness of executive .909
IT security staff and response team .638
Cargo container tracking and traffic control system .709
Internet-use control system .676
External collaboration network 785
Information security 661
Communication and collaboration security .666
Internet and network security .686
Risk management .844
Port risk governance 621
Information sharing .800
Threat and vulnerability management 823
Cyber and program management 776
Resilience measure and system redundancy 778
Composite reliability 0.849 0.807 0.877
Average variance extracted 0.533 0.511 0.545
Cyberthreats Hacktivism Cyber criminality Cyber espionage Cyber terrorism
Hack by malware and ransom ware 772
Credential theft 676
Privacy violation 738
Criminal and data damage .780
Data breach 717
Insiders gaining unauthorized access to information systems .666
Intruder has direct physical access to systems and the network .648
Outages and information system failure 817
Subverting security control 970
Composite reliability 0.745 0.660 0.667 0.669
Average variance extracted 0.494 0.493 0.496 0.487
Remark: Model fit statistics: CMIN/DF =1.722, IFI=0.928, TLI=0.904, CFI=0.926, and RMSEA =0.05.
Table 8
Convergent and discriminant validity analysis.
Construct Human factor Infrastructure factor Procedure factor Hacktivism Cyber criminality Cyber espionage Cyber terrorism
Human factor 0.533
Infrastructure factor 0.015 0.511
Procedure factor 0.175 0.265 0.545
Hacktivism 0.009 0.050 0.066 0.494
Cyber criminality 0.003 0.337 0.299 0.000 0.493
Cyber espionage 0.014 0.000 0.274 0.223 0.038 0.496
Cyber terrorism 0.082 0.001 0.013 0.046 0.001 0.072 0.487

Remark: Values in bold text are AVE and values in regular text are squared correlations.

hacktivism, cyber criminality, cyber espionage, and cyber terro-
rism)was slightly less than 0.5. However, their composite reliability
values were still within the recommended range in the literature
(Baconetal., 1995); hence, their convergent validity was still main-
tained. Finally, the discriminant validity was tested by comparing
the AVE value with the square of the correlation estimate. Table 8
indicates the good evidence of discriminant validity because the
AVE values for any of the two constructs are greater than the square
of their correlation estimates. Therefore, each measurement item
is unidimensional and only represents its loaded construct.

5. Results for the structural model

The author used a covariance based SEM to investigate the causal
relationships between the cyberthreats and the port cybersecurity
hygiene. Fig. 4a displays the path diagram resulting from the struc-
tural modeling analysis using AMOS version 21 by IBM. The result
shows that the model was valid because all goodness-of-fit measu-
res satisfy all criteria with RMSEA = 0.039, NFI=0.932, RFI=0.896,
IF1=0.978, TLI=0.965, CFI=0.977, and HOELTER =251.

To investigate whether the model in Fig. 4a has the best fit, two
alternative models were developed to compare their goodness-
of-fit. Fig. 4b exhibits the first alternative model developed by
dropping six paths which were not significant in the previous
model. This includes the paths between (1) the human factor and
hacktivism, (2) the human factor and cyber espionage, (3) the infra-
structure factor and cyber espionage, (4) the infrastructure factor
and cyber terrorism, (5) the procedure factor and cyber crimi-
nality, and (6) the procedure factor and cyber espionage. To do
this, the coefficients of six insignificant paths were set to zero in
AMOS. The result demonstrated that the model was still valid, and
most of the goodness-of-fit measures improved. Overall, the model
has a satisfactory fit with RMSEA =0.038, NFI=0.931, IFI=0.978,
TLI=0.966, CFI=0.977, HOELTER = 254. Only the value of RFI (0.897)
was slightly lower than 0.9.

Further to the model in Fig. 4b, the author developed the model
in Fig. 4c by adding two new paths based on two criteria. First,
these two paths were reasonably supported by the previous lite-
rature. Second, the modification indices in AMOS suggested that
adding them would improve the goodness of fit of the model.
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Fig. 4. Structural model of cyber security hygiene and threat of container port industry.

Logically, the cyber terrorism was the politically-motivated attack
using malicious software to violate the digital asset of important
organizations (Limnéll et al., 2015). To achieve this, the cyber-
terrorist must use the malware (i.e. the hacking technique) to
invade into the computer networks through the vulnerable gaps
in the cyberspace (Ahokas et al., 2017) and then illegally access
to the secret information (i.e. the cyber espionage) (Platt, 2011)
before they use computer viruses or worms, etc., to violate the

information, computer systems, computer software, and databases.
Based on this process, it is reasonable to believe that the spiteful
intention to conduct the cyber terrorism will initiate the motiva-
tion to conduct the hacktivism and cyber espionage respectively.
Therefore, the first path assumed that cyber terrorism had a direct
effect on hacktivism, and the second path assumed that hacktivism
had a direct effect on cyber espionage. All in all, the model has a fit
with RMSEA = 0.036, NFI =0.934, RFI=0.902, I[FI=0.981, TLI=0.971,
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Table 9
Comparison of alternative models.

Model Chi-square DF

Chi-square DF difference

difference

SCDTSs (o =.05)

Fig. 4c 299.410 218
Remove the paths:

Human factor — Hacktivism

Human factor — Cyber espionage
Infrastructure factor — Cyber
espionage

Infrastructure factor — Cyber terrorism
Procedure factor — Cyber criminality
Procedure factor — Cyber espionage
Add the paths:

Cyber terrorism — Hacktivism
Hacktivism — Cyber espionage

Fig. 4b 316.054 220
Remove the paths:

Human factor — Hacktivism

Human factor — Cyber espionage

Infrastructure factor — Cyber

espionage

Infrastructure factor — Cyber terrorism

Procedure factor — Cyber criminality

Procedure factor — Cyber espionage

Fig. 4a: Proposed model 311.613 214

16.644 2 Significant

12.203 4 Significant

Table 10
Results for the best model and hypothesis testing.

Hypothesis Relationships between variables Path coefficient Supported or not
Hla Human factor — Hacktivism 0.118* Supported
H1b Human factor — Cyber criminality - Not supported
Hlc Human factor — Cyber espionage - Not supported
H1d Human factor — Cyber terrorism 0.293** Supported
Hle Human factor — Cyber war - Not supported
H2a Infrastructure factor — Hacktivism 0.181* Supported
H2b Infrastructure factor — Cyber criminality 0.605** Supported
H2c Infrastructure factor — Cyber espionage - Not supported
H2d Infrastructure factor — Cyber terrorism - Not supported
H2e Infrastructure factor — Cyber war - Not supported
H3a Procedure factor — Hacktivism 0.449** Supported
H3b Procedure factor — Cyber criminality - Not supported
H3c Procedure factor — Cyber espionage 0.419** Supported
H3d Procedure factor — Cyber terrorism - Not supported
H3e Procedure factor — Cyber war - Not supported
Novel relationships

Cyber terrorism — Hacktivism 0.204*

Hacktivism — Cyber espionage 0.278*

RMSEA =0.036, NFI=0.934, RFI=0.902, IFI=0.981, TLI=0.971, CFI=0.981, HOELTER = 266

Remark: *Significant at o <.05, ** significant at @ <.01 (one-tailed test).

CFI=0.981, and HOELTER = 266. The fit statistics for the models in
Fig. 4a and b were not as good as the fit statistics for the model in
Fig. 4c.

To further investigate whether the model in Fig. 4c should be
considered the best model and accepted compared to the models
in Fig. 4a and 4, sequential Chi-square difference tests (SCDTs) were
conducted by calculating the difference between Chi-square stati-
stic values for the model (Fig. 4c) and each of the models (Fig. 4a
and b), with degrees of freedom equal to the difference in degrees of
freedom for the two selected models (Anderson & Gerbing, 1998).
A significant result in Table 9 indicates that the model in Fig. 4c
which was added two additional paths and removed six insigni-
ficant paths incrementally help the explanation compared to the
models in Fig. 4a and b at a significant level of .05, indicating that
this model will be accepted.

Table 10 demonstrates the result of the model in Fig. 4c and
hypothesis testing was summarized based on its result. It can be
seen that the path coefficient between the human factor and hack-
tivism had a significant positive value of 0.118, indicating that the

weakness of the human factor is positively related to hacktivism. In
other words, the container port is likely to be threatened by hack-
tivism if the human factor is weak. This finding was in line with the
study of Ahokas et al. (2017) and Homeland Security (2018). Hence,
Hypothesis H1a was supported. The path coefficient between the
human factor and cyber terrorism was also positive and significant
at p<0.01. This implies that the weakness of the human factor can
lead to cyber terrorism. This result was consistent with the study
of Moerel and Dezeure (2017). Thus, Hypothesis H1d was suppor-
ted. However, the analysis showed that the coefficients of the paths
between the human factor and the other two factors (cyber crimi-
nality and cyber espionage) were not significant at p <0.05. This
implies that the weakness of the human factor will not increase
the likelihood of cyber criminality and cyber espionage in a contai-
ner port. Hence, these results did not support Hypotheses H1b and
H1c. For cyber war, the result of factor analysis indicated no signi-
ficant item classified under the cyber war construct, implying the
nonexistence of cyber war in the container port industry. In other
words, container ports seem not the be the target of cyber war as
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this is generally more common in the subversion of military com-
puter networks (Moerel & Dezeure, 2017). Thus, Hypotheses Hle,
H2e and H3e were not supported.

The path analysis showed a positive relationship between the
weakness of the infrastructure factor and cyber criminality due to
the significant positive path coefficient, indicating that a container
port is likely to be affected by cyber criminality if the infrastruc-
ture factor is vulnerable. This finding supported Hypothesis H2b
and agreed with the studies of Nykodym and Taylor (2004) and
Vorakulpipat (2013). Positive relationships were also found bet-
ween the infrastructure factor and hacktivism as indicated by the
significant positive coefficient of 0.181. These results imply that
container ports tend to encounter hacktivism if the infrastructure
has poor defenses. This finding was supported by the works of Kana-
lidis (2018) and Tonn et al. (2019) who argued that the deficiency
of infrastructure made the firm’s information system defenseless
and hacktivist groups could easily find their way into computer
systems. Hence, these results supported both Hypotheses H2a.
Nevertheless, the path coefficients between the infrastructure fac-
tor and two threats (cyber espionage and cyber terrorism) were not
significant at p <0.05, meaning that the vulnerability of infrastruc-
ture factor does not lead to cyber espionage and cyber terrorism.
Thus, Hypotheses H2c and H2d were not supported.

The model showed that the procedure factor of port cybersecu-
rity hygiene is affected by hacktivism and cyber espionage because
the coefficients of paths between the procedure factor and these
two factors had significant values of 0.449 and 0.419 respectively.
This implies that deficiencies in the procedure factor will increase
the possibility of hacktivism and cyber espionage in the contai-
ner port. These findings were consistent with the arguments of
Cherdantseva et al. (2016) and Kanalidis (2018) and supported
Hypotheses H3a, and H3c. Nevertheless, the path coefficients bet-
ween the procedure factor and the other two cyberthreats (cyber
criminality and cyber terrorism) were not significant at p<0.05,
meaning that vulnerability of the procedure factor of container
port does not lead to cyber criminality and cyber terrorism. Thus,
Hypotheses H3b and H3d were not supported.

The model in Fig. 4c also revealed some theoretical discove-
ries from the two additional paths. The path coefficient between
cyber terrorism and hacktivism had a significant positive value of
0.204, indicating that a container port encountering cyber terrorism
is more likely to encounter hacktivism. The positive path coeffi-
cient of 0.278 between hacktivism and cyber espionage implied
that a container port that is being threatened by hacktivism is more
likely to be harmed by cyber espionage. The weak correlation coeffi-
cient among human, infrastructure, and procedure factors (ranging
from 0.187 to 0.384) revealed that elements of port cybersecu-
rity hygiene were slightly correlated. In other words, the weakness
in the human factor (e.g. insufficiency of workforce training and
lack of security awareness of the workforce) slightly weakens the
procedure and infrastructure factors. Likewise, the vulnerable port
infrastructure (e.g. deficiency of cargo container tracking and traf-
fic control system, internet-use control system, and information
security) slightly leads to the vulnerability of human and procedure
factors. A poor cybersecurity procedure (e.g. insufficientimplemen-
tation of risk management, information sharing, and threat and
vulnerability management) slightly harms the human and infra-
structure factors.

6. Discussions

The findings revealed that three factors (human, infrastruc-
ture and procedure) constitute port cybersecurity hygiene but they
slightly depend on each other. This means that the failure of one fac-
tor will slightly weaken the other factors. This result was consistent

with its original philosophy which highlighted the dependency
among three factors (Kapalidis, 2018). To initiate good cyberse-
curity hygiene, port managers and policymakers should prepare
the cultivated and skillful manpower (the human factor) who
will implement the preventive measures (the procedure factor) to
secure port digital assets, technology and facilities (the infrastruc-
ture factor) against cyberthreats.

For human factor, provision of training and education to port
workers is required, particularly those who have a direct respon-
sibility in managing port information technology and networks,
cybersecurity management, and policy development. A shortfall
in the knowledge and skills of top executives and employees to
enforce cybersecurity measures would possibly cause failure in
developing successful port cybersecurity hygiene. In such a case,
a container port is highly likely to be exposed to cyberthreats,
especially hacktivism and cyber terrorism. Training should not be
limited to the operational workers, but rather top executives, inclu-
ding port managers and supervisors, should also be trained to raise
their awareness so that effective cybersecurity measures are imple-
mented and emphasized at all organizational levels. By using both
top-down and bottom-up approaches, a container port can gra-
dually establish an active environment for continuously scaling up
the awareness of all workers in monitoring cyberthreats. Setting
up the team responsible for performing cyber risk assessment and
other aspects could not only help the container port identify possi-
ble cyberthreats and their impacts on port digital infrastructure and
security, but assist in the selection of suitable preventive measu-
res to reduce cyber risk or address the impact of malicious actions.
Port cybersecurity procedures should be synchronized with other
procedures (such as onboard security) as suggested by the Inter-
national Ship and Port Facility Security Code and the International
Safety Management Code (IMO, 2017). These codes suggest that
the cybersecurity systems and policies and their implementation
at ports and on cargo ships should be officially developed by the
firms and linked with the work instructions of the cybersecurity
team and officers. All details might also be included in ship security
plans, port safety management manuals or cybersecurity manu-
als so that all team members can understand and implement the
procedures as well as monitor and review the results for further
improvement (IMO, 2017). This highlighted the importance of port
users in setting up port cybersecurity because their information
system is directly linked with that of the container port. Howe-
ver, the stakeholder is not limited to port users, other private and
government agency, including community, are also the key success
factor of port cybersecurity. Thus, all stakeholders are suggested to
involve in port cybersecurity development and good collaboration
should be continuously ensured.

For infrastructure factor, investment in port infrastructure and
facility is also essential for container ports to strengthen their
cybersecurity hygiene. Any weakness in the port infrastructure
will be critical regarding hacktivism and cyber criminality; thus,
using a secured container tracking and traffic control system is the
first step that the port managers should take. Monitoring inter-
net use by internal employees is another effective way to reduce
the risk of cyberthreats. The port manager should have a record
of the computer equipment and software used in the business in
order to keep important information secure, prevent unauthorized
access, and encourage employees to be mindful of where and how
they keep their devices. This highlights the essence of regular trai-
ning of employees concerning using a USB stick or portable hard
drive because unknown cyberthreats can be accidentally transfer-
red from a portable device from home directly into the container
port system. The findings also showed that deploying a cybersecu-
rity infrastructure is also important for a container port to secure
its computer network from intruders (network security), keep
software and devices free of threats (application security) and pro-



34 C. Senarak / The Asian Journal of Shipping and Logistics 37 2021 20-36

tect the privacy of data, both in storage and in transit (information
security). This sheds light on the vital role of the installation of
security software on the computers and devices used in the port
operation and administration systems to prevent infection by mal-
ware and viruses, while setting up firewall security also helps to
defend port communication networks from unauthorized internet
users accessing port networks (Tonn et al., 2019).

For procedure factor, preventive measures and other security
procedures should be strictly implemented by a container port.
Basically, exposure of a container port to cyberthreats, particularly
hacktivism and cyber espionage depends on how the information
is shared between port operators and other stakeholders, especi-
ally port users. Ensuring security in the data exchange process and
storage throughout the infrastructure should be considered when
the process and system are designed so that any data breaches
can be contained. The port manager should control all digital net-
works and systems by changing default passwords and disabling
all administrative access and communication channels in order to
avoid external attackers gaining access to a computer or network
in the container port. Applying a digital signature to authenti-
cate a person’s identity is another approach to reduce the risk of
access by unauthorized employees. Cybersecurity measures (con-
trol of internet use and the communication network by employees,
checklists for cyber hazard identification, provision of training,
and regular testing to ensure adequate levels of knowledge and
skills of port employees) should be enforced strictly without com-
promise. This includes risk management and governance which
require collaboration by the container port with government aut-
horities, business partners, academic and civil society in performing
risk identification, assessment, management and communication
of cyber risks. To ensure the effectiveness of cyber risk manage-
ment, it is obligatory for the senior management level to embed a
culture of cyber risk awareness into all organizational levels and
to ensure a holistic and flexible risk management regime that is in
continuous operation and constantly evaluated through effective
feedback mechanisms (Pallis, 2017). Apart from port cybersecu-
rity hygiene, the findings also confirmed that the container port
industry tends to be the target of four cyberthreats as explored by
Ahokas et al. (2017). As the most critical infrastructure in every
country become increasingly digitalized, it is suggested that gover-
nment agencies in collaboration with all operators in every industry
and other international partners: (1) invest in national and regio-
nal cybersecurity; (2) develop a holistic strategy and policy; and
(3) update the national regulations in order to sustainably reduce
the risk of cyber malicious acts in not only the port industry, but
also other critical industries associated with chemicals, commercial
activities, communications, manufacturing, dams, energy financial
services, and food and agriculture.

7. Conclusions

In conclusion, the SEM highlighted the positive relationship
between cyberthreats and port cybersecurity hygiene. Each factor
in port cybersecurity hygiene is subject to different cyberthreats
depending on its vulnerability; thus, it is necessary for LCP and
other container ports to maintain the fitness of human, proce-
dure, and infrastructure factors. Even though each factor is slightly
dependent on each other, this study encourages all container
ports to ensure the seamless connection among human, procedure,
and infrastructure factors in order to maintain good cybersecurity
hygiene. Furthermore, a container port is an attractive target for the
hacktivist, snooper, criminal, and terrorist. Attempts by the indivi-
dual container port to address these malicious acts are essential,
but not sustainable over the long term because this issue has a
large-scale impact on not only the port industry but on the entire

national economy. Therefore, the port industry is encouraged to
coordinate with relevant government organizations not only to
determine the direction of cybersecurity prevention in the indu-
stry but also to promote international government coordination.
The government should scale up national cybersecurity through
collaboration with neighboring countries or international institu-
tes because global collaboration would allow all countries to share
and gain experience from each other. This includes accessibility to
state-of-the-art technologies and innovative policies that poten-
tially help increase government capability to secure the critical
infrastructure of the country, including the port industry (Pounder,
2003). To further help increase the cybersecurity performance of
container ports, the current study developed a structural model
illustrating the association between port cybersecurity hygiene and
cyberthreats; hence, some theoretical findings can be used by port
practitioners in the early stage of port risk assessment in the iden-
tification of the hazards. Additionally, this model can be used as
a reference for developing multi-hazard matrices, hazard models,
and risk assessment for future study. Nevertheless, the current
study surveyed only port operators, shipping lines, and ship agents
who are the key players in maritime transportation in Thailand and
the ASEAN region, where most national ports have become inte-
gral parts of digitized supply chains, innovation districts, and smart
cities projects. The seamless boundary between these ports and
other entities increases the variety and risk of cyberthreats. Thus,
future research is suggested to extend the scope of the study and to
consider the impact of external factors from other organizations on
port security performance and competitiveness. Developing new
risk assessment methods to quantify the risk of each cyberthreat is
also recommended because this would substantially support port
managers and policymakers in making better decisions. The author
also plans to continue studying the above-recommended topics.
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