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Introduction

• What	is	FTR and	what	we	do	in	Trend
• Future	technology	research
• Cybercrime	investigations
• APT and	important	malware	campaigns	
investigations
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Introduction

• Underground	research - US,	BR,	JP,	RU,	CN	
and	more

• Security	community	support
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Forward-Looking	Threat	Research	Team

• Researchers	all	over	the	world
– Japan,	Philippines,	Brazil,	US,	Canada,	Germany,	
Ireland,	Netherlands,	China,	Russia,	Italy,	Spain…
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Future	Technology	Research

• Give	insights	for	new	products
• Wearable	devices	(Google	Glass,	Fitbit,	etc)
• IoE/IoT
– SKODA	car
– GasPot	experiment
– Router	threats
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Cybercrime	Investigations

• Botnet	takedown
• LEA	collaboration
– INTERPOL
– EUROPOL
– FBI
– RCMP
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Cybercrime	Investigations

• FighterPOS
• LordFenix
• Predator	Pain	and	Limitless
• ZeuS
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APT	and	Important	Malware	Campaigns

• Operation	Pawn	Storm
• Sextortion investigation
• Woolen-Goldfish (APT	Team)
• Arid	Viper
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ICS/SCADA

• Who’s	really	attacking	your	ICS	Devices?
– Part	1
– Part	2
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Security	Community

• Open	source	software
– Aleph
– TLSH
– HiJackThis

• Conferences
– Black	Hat,	CARO,	BSides,	RSA and	more…
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blog.trendmicro.com/trendlabs-
security-intelligence
@TrendLabs


