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SaferNet Brasil; ficha técnica

* Fundacao: 20 de dezembro de 2005

« Natureza: associacao civil sem fins lucrativos ou econémicos, de atuacdo nacional, sem vinculagao
politico-partidaria, nem religiosa, nem racial.

» Fundadores: DCC/UFBA e FAD/PUC-BA

* Perfil dos associados/colaboradores: engenheiros e desenvolvedores de software; cientistas da
computacao, bacharéis e pesquisadores em Direito e Psicologia.

« Missado: defender e promover os direitos humanos na Internet

» Perfil institucional:

Convénios firmados com 15 ministérios publicos (AM, AP, RR, RO, PB, MG, RJ, SP, PR,
SC, RS) e com a SDH/Presidéncia da Republica;

Unica ONG brasileira conveniada ¢/ a Direcdo Geral da Policia Federal:

Termos de Cooperacao com o setor privado: Google, Microsoft, MySpace, VIVO, Claro,
TIM, Telefénica, Embratel, NET, Ol, GVT, ABECS, etc

Unica ONG brasileira a organizar 4 painéis sucessivos no IGF da ONU (2007 a 2010)

Unica ONG brasileira convidada pelo Senado para integrar formalmente o grupo técnico da
CPI da “Pedofilia”
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Em ., a SaferNet Brasll recebeu e processou dendncias anf&nimas envolvendo URLs distintas escritas em =
hospedadas em hosts diferentes, conaectados a Internet através de ndmeros IPs distintos, atribuidos para paises em = continentes. As
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News ) Technology ) iPhone

iPhone keeps record of EVEI'}TWhBI'E you This open-source application maps the information that your iPhone is recording
about your movements. It doesn't record anything itself, it only displays files that are

80 . - already hidden on your computer.
Privacy fears raised as researchers reveal file on iPhone that

stores location coordinates and timestamps of owner's
movements

Download the application

Read the FAQ

= Follow Charles Arthur by email [

Charles Arthur AN honeTracker
theguardian.com, Wednesday§20 April 2011§14.06 BST Tl
& Jump to comments (487) 2 e -- .

= .- - A0 Time )
Apple's iPhone saves every detail of your movements to a file on the device. . gt

Photograph: Linda Nyiin

Faca o download do aplicativo e confira seus dados: http://petewarden.github.io/iPhoneTracker/
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Spy Files 3

Today, Wednesday 4 September 2013 at 1600 UTC, WikiLeaks released
'Spy Files #3' — 248 documents from 92 global intelligence contractors.
These documents reveal how, as the intelligence world has privatised, US,
EU and developing world intelligence agencies have rushed into spending
millions on next-generation mass surveillance technology to
communities, groups and whole populations. Read the full press release

target

WikiLeaks Counter Intelligence Unit (WLCIU) Location Tracking Map

Spy Files released so far:
574

Spy Files 1: 2011-12-01
Spy Files 2: 2011-12-08
Spy Files 3: 2013-09-04
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Fonte: http://wikileaks.org/spyfiles3.html
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Remote Control System can be deployed on any platform.

Fonte: http://wikileaks.org/spyfiles/files/0/147_HACKINGTEAM-RCS.pdf



Remote Control System

e Remote Control System is an IT stealth

investigative tool for LEAs. (It is offensive security
technology. It is spyware. It is a trojan horse. It is a
bug. It is a monitoring tool. It is an attack tool. It is a
tool for taking conftrol of the endpoints, that is, the
PCs)

It permits passive monitoring and active control of
all data and processes on selected target
computers.

Such computers might or might not be connected to
the Internet.

© Hacking Team 16
All Rights Reserved

Fonte: http://wikileaks.org/spyfiles/files/0/31_200810-1SS-PRG-HACKINGTEAM.pdf



® Monitoring and Logging

Remote Control System can monitor and log any
action performed by means of a personal computer

Web browsing
Opened/Closed/Deleted files
Keystrokes (any UNICODE language)
Printed documents

Chat, email, instant messaging
Remote Audio Spy

Camera snapshots

Skype (VolP) conversations

© Hacking Team
All Rights Reserved
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Fonte: http://wikileaks.org/spyfiles/files/0/31_200810-1SS-PRG-HACKINGTEAM.pdf



Monitoring and Logging

Remote Control System can monitor and log any
action performed by means of a smartphone
Call history
Address book
Calendar
Email messages
Chat/IM messages
SMS/MMS interception
Localization (cell signal info, GPS info)
Remote Audio Spy
Camera snapshots
Voice calls interception

© Hacking Team 20
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Fonte: http://wikileaks.org/spyfiles/files/0/31_200810-1SS-PRG-HACKINGTEAM.pdf



Smartphones architectures

e \Windows Mobile 5
e \Windows Mobile 6

e Q109: IPhone
e Q409: RIM/BlackBerry
e Q409: Symbian

© Hacking Team
All Rights Reserved
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Fonte: http://wikileaks.org/spyfiles/files/0/31_200810-1SS-PRG-HACKINGTEAM.pdf



® Invisibility

e Allows monitoring (all) PC user’s activities
e After the installation, Remote Control System cannot
be detected by any bugged computer user
Existing files are not modified
No new files appear on the computer’s hard disk
No new processes are executed
No new network connections are established

Antivirus, antispyware, anti-key-loggers cannot

detect our bug
E.g., Gartner Endpoint Security Magic Quadrant

© Hacking Team 22
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Fonte: http://wikileaks.org/spyfiles/files/0/31_200810-1SS-PRG-HACKINGTEAM.pdf



Attack/Infection vectors

e Remote Control System is software, not a
physical device

Which can be installed remotely

Computer can be bugged by means of several
Infection vectors

Intelligence information about remote target
mandatory

. but local installation remains a option
Usually very effective

© Hacking Team 24
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Fonte: http://wikileaks.org/spyfiles/files/0/31_200810-1SS-PRG-HACKINGTEAM.pdf
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CONTENT AND APPLICATION STANDARDS

Ll

TECHNICAL STANDARDS (TCP/IP, DNS, etc.)
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$52.6 hillion
Ihe Black Budget

Covert action, Surveillance. Counterintelligence. The U.S. “black
budget” spans over a dozen agencies that make up the National
[ntelligence Program.
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CENTRAL INTELLIGENCE AGENCY
$14.7 billion

NATIONAL SECURITY AGENCY

$10.8 billion

NATIONAL RECONNAISSANCE OFFICE

$10.3 hillion




DATACOLLECTION EXPENSES

ClA

DATA ANALYSIS MANAGEMENT, FACILITIES AND SUPPORT NSA
DATA PROCESSING AND EXPLOITATION NRO

NGP

GDIP

DOJ
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arning U.5. leaders about
ritical events

ppping spread ¢ Conducting cyber
eapons operations

Defending against
foreign espionage




83,019

Full-time equivalent (FTE) civilian
employees

23,400

Military positions

21,800

Full-time contractors

107,035 employees in the intelligence community

CIA employs the most civilian FTEs: 21,459
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NSA employs 64 percent of all military personnel in the program: 14,950

perttite e RRI AR AR R AR R AR RE RO OAA
petnttriI e R e AR R AR DA RR AR RO AR R OO
petneRRII AR RRRRIR R RRRRIII SRR RRRIOONDRARRAONS

* equals 100 employees

The number refers to contractors who occupy fulltime positions in core functions for U.S. intelligence agencies. The category generally does not

include employees of companies that have been hired by the agencies for a service or project.
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Enquanto isso, no Brasil...

Passam de R$ 4 bi cortes no
orcamento da Defesa

- 56 em 2013, houve redugao de verbas em maio e em julho

FiRecomendar - 58 WTweet (1| [J+1)0
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MARTHA BECK E CRISTIANE JUNGEBLUT (EMAIL - FACEBOOK - TWITTER)
Publicado: 30/07/13 - 14h01 Atualizado: 30/07/13 - 21h43

BRASILIA — O orcamento do Ministério da Defesa foi um dos mais
prejudicados pelos ajustes fiscais de 2013. Em maio, a equipe
economica Ja havia feito um contingenciamento de RS 3,67 bilhdes nos
recursos da pasta. O valor fo1 tao elevado que o ministro Celso Amorim
procurou a presidente Dilma Rousseft para alertar sobre o risco de que
projetos importantes de investimento ficassem comprometidos. Com
1ss0, Amorim conseguiu a liberagao de RS 400 mulhdes.

Desta vez, o corte na Defesa fo1 de RS 919.4 mulhoes, de acordo com o
decreto 8.062, de 29 de julho de 2013, publicado ontem no Diario
Oficial da Unidgdssim, o orgamento do ministério passou de R$ 18,7
bilhoes para Rhilhﬁcs em 2013. -~

Apos corte de verba, PF cancela
operacoes e economiza em
gasolina, energia e até na agua -

Vinicius Segalla 30/08/2013 0948

Email LZ+1 W Tweetar - 53| I Recomendar - 2,8 mil Imprimir[‘% Comunicar erro B

A Policia Federal vive dias de penuria. Os orgamentos das superintendéncias
estaduais sofreram cortes neste més que estao obrigando os policiais a economizar
na gasolina das viaturas, no consumo de dgua e luz e até na realizagao de
operagdes. Quer dizer: porque ndo tem dinheiro, a PF esta fazendo menos
operagdes do que deveria, ou acha que deveria.

O aperto no cinto faz parte de uma conjuntura maior. De maio deste ano até hoje, o
Planalto ja cortou R$ 38 bilhdes do Orcamento da Unido deste ano, com o objetivo
de se atingir um superavit primario de 2,3% do PIB (Produto Interno Bruto). A PF é
apenas uma das instituiges federais que viu seu orgamento minguar.
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Propostas

« Criacao de um observatorio permanente das politicas de
defesa e seguranca cibernética no pais;

 Criacao de uma instancia civil para coordenar as instituicoes
publicas e privadas envolvidas com inteligéncia;

» Elaboracado de Planejamento Estratégico de Estado focado em
processos transversais, metas, indicadores e transparéncia;

* Rubricas especificas no PPA para financiar o plano de acao do
pais em seguranca (civil) e defesa cibernética (militar);

e Estruturacdo da URCC/CGPFAZ e do GECOP/DDH/DICOR e
ampliacao da capacidade operacional e de analise com a
criacao de delegacias especializadas nas SRs

* Investimento de longo prazo em P&D, Ciéncia e Tecnologia
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