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Resumo da minha atuagao profissional e académica relevante para o
debate de hoje:

Representante da sociedade civil no Conselho Consultivo sobre Internet e Eleicoes do TSE,
durante as gestdes dos Exmo. Srs. Ministros Gilmar Mendes, Luiz Fux e Rosa Weber
(2017/2028)

Representante da SaferNet Brasil no programa de enfrentamento a desinformagao do TSE
durante a gestao do Exmo. Sr. Ministro Luis Roberto Barroso (2020/2021)

Liason partner no Brasil do Partnership for Countering Influence Operations (PCIO), instituido
pelo Carnegie Endowment for International Peace (EUA) com o objetivo de promover uma
comunidade internacional multidisciplinar de especialistas que trabalham para entender as
operagodes de influéncia em ambientes digitais, incluindo campanhas massivas de desinformagao
(2019 - ..))

Representante (membro titular) eleito e reeleito pelo segmento do terceiro setor para representar
a sociedade civil no Comité Gestor da Internet (CGl.br), entre 2014 e 2020

Representante da sociedade civil no Conselho de Administracao do Nucleo de Informacao e
Coordenacao do Ponto Br (NIC.br), brago executivo do CGl.br (maio/2017 a maio/2021)

Presidente da INHOPE Foundation e Diretor da INHOPE Association (2014/2016), associagao
internacional com sede em Amsterdam/Holanda e membros em 43 paises, instituida em 1999
como parte do Safer Internet Program da Comissao Europeia com o objetivo de apoiar a rede de
canais de denuncia no combate a disseminagao de material de abuso sexual infantil online

Professor de Direito e Tecnologia desde 2005, e especialista convidado por diversas empresas,
universidades, 6rgaos publicos e think tanks, no Brasil e no exterior, para opinar sobre temas
relevantes envolvendo o aperfeicoamento da legislagéo brasileira nas areas de Seguranca Digital,
Direitos Humanos e Governanga da Internet

Fundador e Presidente da SaferNet Brasil (2005 - ...)
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Indicadores da Central Nacional de Dentincias de Crimes Cibernéticos “feremamas

| recebeu e processou : denudncias andnimas envolvendo

e I o G X ES
paginas (URLs) distintas (das quais /05 foram removidas) escritas em e hospedadas em 5t dominios diferentes, de 260 diferentes
TLDs e conectados a Internet através de numeros |Ps distintos, atribuidos para paises em O continentes. As denlncias foram registradas pela

Paises que hospedam o contetido denunciado no Brasil
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MAPA DAS ACOES CONTRA A PORNOGRAFIA INFANTIL
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Operacao Luz na Infancia 2

Maior operac¢ao de combate a pornografia -
infantil da histéria no Brasil PRISUES EM FI_AERAHTE ‘ LUZ NA |NFANE|A4 e
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Cooperacao Multisetorial

CONSTITUICAO

. REPUBLICA FEDERATIVA DO BRASIL
» 1988

P N

Art. 227. E dever da familia, da sociedade e do Estado assegurar a crianca, ao
adolescente e ao jovem, com absoluta prioridade, o direito a vida, a saude, a
alimentacao, a educacéo, ao lazer, a profissionalizacao, a cultura, a dignidade,
ao respeito, a liberdade e a convivéncia familiar e comunitéaria, além de coloca-
los a salvo de toda forma de negligéncia, discriminacao, exploracao, violéncia,
crueldade e opressao.



M P F Conhega o MPF Atuacao Tematica Para o Cidadao Concursos Transparéncia Sala de Imprensa Eleitoral Unidades

Mnatene Pubike tederel

Sao Paulo

Pagina Inicial > Sala de Imprensa > Noticias > MPF e SaferNet identificam mais de 6 mil sites de pornografiain! Pesquisar. jo,

Procuradoria da Repiblica em Sao Paulo

Institucional ~ Atuagdo  Servigos  Municipios PRDC Estagie Conosco  Saladelmprensa  Editais e Administragao

Noticias CRIMINAL 5DE SETEMBRO DE 2018 AS 14H55

MPF e SaferNet identificam mais de 6 mil sites de pornografia infantil
Assessoria de Comunicacao 3

Ndcleo de Eventos ) ) )
Dendncias feitas por internautas sao objeto de 832 investigacdes em Sao Paulo

O Ministério Plblico Federal e a ONG SaferNet Brasil
identificaram mais de 6 mil sites com conteddo criminoso,
envolvendo principalmente abuso sexual e exploragao de
criancas e adolescentes. Os registros de pornografia
infantil foram descobertos ap6s dendncias feitas por
internautas entre fevereiro de 2017 a agosto de 2018.
Destas, 832 ja sao objeto de investigacao pelo MPF. O
combate a esse tipo de crime na internet se torna mais
eficaz com o trabalho conjunto dessas duas instituicoes,
formalizado por meio do Convénio Técnico e Operacional

Imagem ilustrativa: Pixabay

assinado em fevereiro do ano passado.

Gracas a parceria, o MPF teve acesso a base de dados da SaferNet, que registrou mais de 57 mil dendncias no
periodo analisado, reportadas por meio do site http:/www.denunciar.org.br. Destas notificacoes, cerca de 6
mil continham informacgdes que permitiram dar prosseguimento as investigacdes de crimes de pornografia
infantil. Segundo o diretor e fundador da ONG, Thiago Tavares, o site recebe cerca de 100 novas denincias
diariamente.

Fonte: http://www.mpf.mp.br/sp/sala-de-imprensa/noticias-sp/mpf-e-safernet-identificam-mais-de-6-mil-sites-de-pornografia-infantil



Investigacao 01 (iniciada em maio de 2008) — 1263 conexdes em 12
paises (874 no Brasil) — 300 agressores sexuais investigados




Lel 11.829/08

Presidéncia da Republica

Casa Civil
Subchefia para Assuntos Juridicos

LEI N° 11.829, DE 25 DE NOVEMBRO DE 2008.

Altera a Lei n® 8.069, de 13 de julho de 1990 - Estatuto da Crianga e do Adolescente, para aprimorar o
combate a produgdo, venda e distribuicdo de pornografia infantil, bem como criminalizar a aquisi¢do e a
posse de tal material e outras condutas relacionadas a pedofilia na internet.

0 PRESIDENTE DA REPUBLICA Faco saber que o Congresso Nacional decreta e eu sanciono a seguinte Lei:

Art. 12 Os arts. 240 e 241 da Lei n® 8.069, de 13 de julho de 1990, passam a vigorar com a seguinte redagéo:
“Art. 240. Produzir, reproduzir, dirigir, fotografar, filmar ou registrar, por qualquer meio, cena de sexo explicito ou pornografica, envolvendo crianga ou adolescente:

Pena - recluséo, de 4 (quatro) a 8 (oito) anos, e multa.

§ 12 Incorre nas mesmas penas quem agencia, facilita, recruta, coage, ou de qualquer modo intermedeia a participagdo de crianga ou adolescente nas cenas referidas no caput
deste artigo, ou ainda quem com esses contracena.

§ 2° Aumenta-se a pena de 1/3 (um tergo) se o agente comete o crime:
| - no exercicio de cargo ou fungdo publica ou a pretexto de exercé-la;
Il - prevalecendo-se de relagdes domésticas, de coabitagdo ou de hospitalidade; ou

Il - prevalecendo-se de relagdes de parentesco consanglineo ou afim até o terceiro grau, ou por adogdo, de tutor, curador, preceptor, empregador da vitima ou de quem, a
qualquer outro titulo, tenha autoridade sobre ela, ou com seu consentimento.” (NR)

“Art. 241. Vender ou expor a venda fotografia, video ou outro registro que contenha cena de sexo explicito ou pornografica envolvendo crianga ou adolescente:
Pena - reclusdo, de 4 (quatro) a 8 (oito) anos, e multa.” (NR)
Art. 22 ALein®8.069, de 13 de julho de 1990, passa a vigorar acrescida dos seguintes arts. 241-A, 241-B, 241-C, 241-D e 241-E:

“Art. 241-A. Oferecer, trocar, disponibilizar, transmitir, distribuir, publicar ou divulgar por qualquer meio, inclusive por meio de sistema de informatica ou telematico, fotografia, video
ou outro registro que contenha cena de sexo explicito ou pornografica envolvendo crianga ou adolescente:

Pena - reclusdo, de 3 (trés) a 6 (seis) anos, e multa.
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Child is removed from harm and the offender is arrested

Child and/or offender are identified

The network of specialists analyses all available clues
that can be drawn from the images

Police record the images into INTERPOL's ICSE database, compare the
data and ask their international counterparts for assistance

The material is discovered by police

Child Abuse Material is shared online

Photos or videos are taken by the
offender, documenting the abuse

Child is abused

INTERPOL



INTERPOL's International Child Sexual Exploitation (ICSE) database

60

countries + Europol
children identified are connected
to the database
in 2018
_m
930 =
More than
19,481 8,897
victims identified offenders identified

www.interpol.int

INTERPOL cL
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The VGT Board of Management will next meet in November to address the issue of rising reports worldwide and work actively together with
industry and other partners to prevent the spread of child abuse material and save children from victimization.

Fonte: http://virtualglobaltaskforce.com/vgt-reports-of-child-exploitation-material-continue-to-
increase/



Mandatory Reporting in the United States
18 U.S.C. § 2258A

Stipulates U.S. based companies shall report instances of “apparent child
pornography” to the CyberTipline

Treats receipt of CyberTipline report as “preservation” request for 90 days

Provides ESPs immunity for transfer of apparent child pornography images
to the CyberTipline

Specifies what the company may provide in each report

Suspect/uploader information
Historical information
Jurisdictional information



By the Numbers

25 Million = 25 Million

Other Files
21,751,085 ——
| 120,590 21,447,786

20 Million - 20 Million

16,987,361 4 16,836,694

15 Million § 15 Million

~ Video Files Image Files i 10 Million
31,654,163 33,690,561

10 Million

5 Millien A 5 Million

2019 2020 . : 2019 2020 2019 2020
Reports Reports Files Included in Reports Reports Reports Reports

Total Reports 2020 Reports Total Reports by Public Total Reports by ESP

In 2020, reports to the CyberTipline The 21.7 million reports of child sexual Electronic Service Providers make the majority of reports, but reports of online
increased by 28% from 2019. exploitation made to the CyberTipline sexual exploitation from the public more than doubled in 2020.

in 2020 included 65.4 million images,

videos and other files. These materials

contained suspected child sexual

abuse material (CSAM) and other

incident related content.

Fonte: https://www.missingkids.org/gethelpnow/cybertipline



II.

Increase in CyberTipline Reports to NCMEC from 2014-20193
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Multiple factors contribute to the exponential increase in reports to NCMEC’s CyberTipline,
including the following:

Wide-spread voluntary adoption by ESPs of new technologies to locate and remove child
sexual exploitation content from their platforms and services;

Growing international scope of the crime;®

Increased use of U.S.-based social media, mobile-based apps, and chat and photo-sharing
programs by members of the public from around the world; and

Decreased financial and access barriers to using the Internet to facilitate storing and sharing
ever-larger volumes of child sexual abuse images and videos.



Notices to Hosting Providers
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Fonte: https://www.judiciary.senate.gov/imo/media/doc/Clark%20Testimony.pdf



FOLHA DE S.PAULO

Imagens de abuso sexual infantil compartilhadasa partir do Brasil, segundo
relatorios internacionais

606,4

400,0

200,0

0,0

2017

Aumento superior a 1.000% em quatro anos

Fontes: Inhope 2017 e NCMEC, para casos em que vitima e agressor eram identificaveis

Fonte: https://wwwl.folha.uol.com.br/seminariosfolha/2019/05/crime-contra-a-infancia-prolifera-no-ritmo-acelerado-das-novas-plataformas.shtml



Subsidios para avancarmos no
debate sobre o PL 2630

e Premissas

 Moderacao de Conteudo em Escala

- Modelos de negocio, fatores humanos e impacto
social e econOmico das escolhas regulatorios

- Automacao da Analise de Conteudo em Escala
- Indicadores de Qualidade usados (KPIs)

e Conclusao



Internet: ~70K Autonomous System (ASNS)




THE THREE LAYERS OF DIGITAL GOVERNANCE

ECONOMIC AND SOCIETAL LAYER

LOGICAL LAYER

I INFRASTRUCTURE LAYER



THE INFRASTRUCTURE LAYER

ECONOMIC AND
SOCIETAL LAYER

LOGICAL LAYER

THE INTERNET BACKBONE (IP NETWORKS) 90% are privately owned by global companies

INTERNET
TERRESTRIAL UNDERSEA WIRELESS
EXCHANGE SATELLITES
POINTS (IXP) CABLES CABLES SYSTEMS

INFRASTRUCTURE




THE LOGICAL LAYER
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WHO GOVERNS THE INTERNET'S LOGICAL INFRASTRUCTURE?

Layered on top of the Physical Infrastructure's thousands of networks and satellites, the Internet's Logical Infrastructure is what delivers One Internet for
the world through Unique Identifiers (Names, Numbers, and Protocol Parameters). ICANN coordinates the administration of this layer in partnership

with other technical communities to ensure the security, stability, resiliency, and integrity of this critical layer.
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Root Zone
Operators

WIRELESS
TOWERS

TECHNICAL OPERATIONS

The technical Operating Community comprises multiple independent actors bound by
common principles and mutual commitments that ensure its security and stability of the
Logical Infrastructure of the Internet. Each actor's community develops policies and

standards in an open, inclusive, and consensus-based approach.

ACTORS

ICANN internet Corporation for Assigned

Names and Numbers

Helps coordinate the Internet's systems of unique identifiers
including domain names and IP addresses, as well as manages
the IETF's protocol parameters.

IANA, the Internet Assigned Numbers Authority, is a function
housed and operated within ICANN. It acts as the top-level
allocator for blocks of IP addresses and AS numbers, proposes
creation of and changes to DNS top-level domains, and
manages lists of unique identifiers used in Internet protocols.
www.icann.org

www.iana.org

IETF Internet Engineering Task Force

Develops and promotes a wide range of Internet standards
dealingin particular with standards of the Internet protocol
suite. Their technical documents influence the way people
design, use, and manage the Internet. The IETF operates under
the Internet Society (ISOC) with architectural oversight
provided by the Internet Architecture Board (IAB).

www.ietforg

IS0 ional Organization for

Standardizes, among many other things, the official names and
postal codes of countries, dependent territories, special areas
of geographic significance.

WWW.is0.0rq

NRO number Resource organization

Acoordinating body for the five Regional Internet Registries
(RIRs). The RIRs manage the distribution of IP addresses and
Autonomous System Numbers in their regions of the world.

www.nro.net

AFRINIC ~ www.afrinic.net

APNIC www.apnic.net

ARIN www.arin.net

LACNIC  www.lacnic.net

RIPENCC www.ripe.net

TLD Operators rop Level Domain Operators
Organizations responsible for the management of the Top Level
Domains such as: Generic TLDs (.com, .biz, .edu), Country Code
TLDs (fr, .us, .cn) operators, and Internationalized Country
Code for non-latin alphabet systems (Chinese, Arabic)—among
others.

www.wikipedia.org/wiki/Top-level_domain

Root Zone Operators

12 independent organisations operate the 13 authoritative
name servers (A through M) that serve the Domain Name
System (DNS) rootzone. The name servers are a network of
hundreds of physical servers located in many countries around
theworld.
WWW.root-servers.org

@®D w15 | Creative Commons Attribution - NonCommercial

MULTISTAKEHOLDER
COMMUNITY

Academic
« Institutions of higher learning
« Academic thought leaders
« Professors &students

Business
« Private-sector companies from
across industries
«Industry and trade associations

Civil Society
«International organizations
« Non-governmental
organizations
« Non-profit organizations
« Think Tanks

Government

« National governments

« Distinct economies recognized
in international fora

« Multinational governmental and
treaty organizations

« Public authorities (with a direct
interestin global Internet
Governance)

Internet Users
« Private citizens interested in
regional or global Internet
Governance

Technical
«Internet engineers
-« Computer engineers
« Software developers
« Network operators
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THE THREE LAYERS OF DIGITAL GOVERNANCE

COLLABORATIONS
No one person, government, organization, or company governs the digital infrastructure, economy, or society. Digital governance is achieved §ol‘utéons l:J 'ssugs ir;eacht!ayer
- - & 3 P ¥ % » 4 nc e po , Dest practices,
through the collaborations of Multistakeholder experts acting through polycentric communities, institutions, and platforms across national, ;ta;‘darﬂs,m speciﬁpcaﬁn'ns
regional, and global spheres. Such Digital Governance is stratified into three layers to address infrastructure, economic, and societal issues with developed by the collaborations

of expert stakeholders from
actors in business, government,
{ academia, technical, and

solutions. For a map of Digital Governance Issues and Solutions across all three layers, visit https.//map.netmundial.org

civil society.

LAWS, POLICIES, AND INDUSTRY AND TRADE NEWS AND USERS EDUCATION APPLICATIONS OR
REGULATIONS Manufacturing, retail, supply chain/logistics, INFORMATION There are over 3 billion users Online universities, World wide web,
Governing bodies in local, national, regional, healthcare, finance, etc. Newspapers, broadcast, worldwide. Most users connect to the research, tutorials, email, cloud, VoIP,
and international spheres are engaged with Such as Amazon, eBay, Alibaba, Rakutan, Sony, personal & professional blogs, Internet through their mobile phone. classroom engagement. mabile apps. S al Organizatio
their citizens and with other bodies to develop Toyoto, Coca-Cola, Boeing, Alcatel-Lucent social media. = <
and apply laws, policies, and/or regulations. The m : el
" transnational nature of the Internet must be i L e AN TAsiA AL EiluAse : e e 0
synchronized with the established International i 6 4% % 1% 0% ENTERTAINMENT a d -
system of governance and laws. 2 . : . . . 0
& o T ol Music, movies, television, games. ernationa
= Such as iTunes, Spotify, YouTube, ove enta
- i 1 T 1 Amazon, Netfiix Oreanizatio OECD
S
CIVICAND HUMAN RIGHTS SOCIAL MEDIA Lﬂ SECURITY MOBILE 2 i
(2 Privacy, identity, access to content, Sharing photos, videos, ideas Cybersecurity, cyber Smart phones, tablets, : B 0
- LR RS L freedom of expression, cybercrime, and information. warfare, cyber espionage, cars. There are now more u
/ 1 consumer protection, cultural Such as Facebook, Twitter, cyber terrorism, and mobile devices on the
| OO diversity, and many more, Instagram, Tencent QQ, Whatsapp many more. planetthan people.
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DOMAIN NAMES IDENTIFIERS’ PUBLIC REGISTRIES THE ROOT ZONE

~300 Country Code Top-Level Domains

NUMBERS g ™,

D B &

(ccTLDs) such as fr, .br, .us, ... Al A ﬁ e
. ~600+ Generic Top-Level Domains T | I

(gTLDs) such as.com, .biz, .realtor, ...

~1500+ Domain Name Registrars such

~ as GoDaddy, Network Solutions, IP ADDRESSES PROTOCOL PARAMETERS ROOT SERVICES
- Register, 1Pv4: 4.2 billion addresses. IPv6: 340 undecillion (trillion, trillion, Protocol parameters are the commands and identifiers that are used inside 13 Root Serversrun by 12
trillion) addresses. 5 Regional Internet Registries (RIRs) who protocols, the structured communications used for the web, email, etc,, to organizations in 4 countries.
S oversee the global number resources. transfer the information. ~500 Anycast copies worldwide.

Such as HTTP, TCP/IP, VolP
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THE ECONOMIC AND SOCIETAL LAYER OF DIGITAL GOVERNANCE

No one institution is able to design, develop, and implement solutions for the many Economic and Societal issues. Solutions to these issues require distributed,
innovative, and collaborative issue-specific networks, coalescing organizations, experts, and stakeholders from governments, international organizations, the private
sector, the technical community, and civil society. Solutions include policies, standards, specifications, best practices, and tools.

Big Data Content Cultural Global Online Child Online Hate s .
Ethics Policy Heritage Public Good Pornography Speech Open Data Social Media
CONTENT
Child Safety Cultural Freedom of Multi- Online Online Libel and Search User Generated
Online Diversity Expression lingualism Education Defamation (Neutrality) Content
Behavioral Cyber- ; ; : Identity Privacy and Data .
Targeting espionage Cyberconflict ~ Cybersecurity = DoNotTrack Hacking Theft e Aol Surveillance
SECURITY
AND TRUST P
Cyber- : Cyber- : Identity Internet
SERRreapYy warfare SaREE terrorism Enas Management Jurisdiction P

Arbitration Copyright Ecommerce Free Trade Labour Law Patents Trademark
Consumer Crypto eMoney and sty Online 2
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CONTENT MODERATION

AT SCALE

http://comoatscale.com
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Content Moderation Solutions Market Segmentation

= Software/Tools/Platforms - Small and Medium Enterprises « Media & Entertainment

- On-premise « Large Enterprises +« Retail & Ecommerce

- Cloud « Packaging & Labelling

' « Healthcare & Life-sciences

= Services . ] = Automotive

- Professional Services + North America » Government

- Managed Services +Europe « Telecom

 Asia Pacific . Others (BFS, Energy & Utilities)

- Middle East & Africa
« South America

v
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https://www.transparencymarketresearch.com/content-moderation-solutions-market.html



Content Moderation Solutions Market: Key Vendor Strategies

Combination of Human & Artificial Intelligence Higher Penetration in E-Commerce

Uphelding Freedom of Speech Adopting Employee-centric Policies

Real-time Content Moderation

SENSITIVE CONTENT
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Everest Group Trust and Safety — Content Moderation Services PEAK Matrix® Assessment 20211

@ Leaders @® Major Contenders O Aspirants

A
High
Major Contenders . Leaders
®Teleperformance
Appen ® TaskUse :
Wiproe . :®Concentrix

TELUS |ntemationalo.
Sutherland Gla
Webhelp

Market impact
(Measures impact created in the market)

Aspirants

Low
Low High
Vision & capability
(Measures ability to deliver services successfully)

1 Assessments for Appen and GlobalLogic exclude service provider inputs and are based on Everest Group's proprietary Transaction Intelligence (TI)
database, service provider public disclosures, and Everest Group’s interactions with trust and safety — content moderation services clients
Source:  Everest Group (2021)

Source: https://www2.everestgrp.com/reportaction/EGR-2021-0-R-4262/Marketing



Content Moderation Solutions Market: North America Analysis

Market Size by Region, 2019 Market Size by Component, 2019
Morth America
: &
- Managed Services
m Morth America - L
m Europe
Services
w Asia Pacific 1 '_B Bu
(S5 Mn)
m Middle East & Africa
» South America Software/Tools/,
Platfarms

https://www.transparencymarketresearch.com/content-moderation-solutions-market.html



Content Moderation Solutions Market

Regional Analysis
- 2 _:.-.
Qeteer { N

Morth America
Europe

East Asia CAGR Absolute $ Opportunity

(2020-2030) {2020-2030)
Note:

Pie Chart indicates market share by Region
Arrow indicates the relative growth of the market in the region
% gradient fill represents absolute § opportunity created in respective region

Source: Fact. MR MR

https://www.factmr.com/report/4522/content-moderation-solutions-market
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Global Content Moderation Solutions Market Report and Forecast 2021-2026

;l REPORT | 213 PAGES | JULY 2021 | REGION: GLOBAL

United States Content Moderation Solutions Market: Prospects, Trends Analysis, Market
Size and Forecasts up to 2027

;' REPORT | 40 PAGES | AUGUST 2021 | REGION: UNITED STATES

Ireland Content Moderation Solutions Market: Prospects, Trends Analysis, Market Size
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?Orgegtb Content Flagged by users Content
uploaded by harmful
o @ SRR pemmn Not harmful Virs?;ieto as harmfu Not harmful Vi;rilglieto
pre-moderation l
users users
Text
& - |
Image fcertan g Post and reactive
‘ Pre-moderation moderation by
Audio by Al humans
Video
Content i | Content
Training Harmful removed appeals Harmful removed
Metadata data

Training feedback

[ 2. Al can create
more training data |

\ 3. Al can assist ]
~ human moderation

Figure 1 — There are three key ways in which Al can improve the effectiveness of the typical online content moderation workflow
(SOURCE: Cambridge Consultants)

Source: https://www.ofcom.org.uk/ __data/assets/pdf file/0028/157249/cambridge-consultants-
ai-content-moderation.pdf




IBM's Deep Blue beats world Stanford and Google researchers ' Afor detecting diabetic retinopathy t

champion chess player Gary Kasparov explore unsupervised learning, training without specialist input is given US
in the first game of a six game match a neural network to recognise cats in Food and Drug Administration (FDA)
to become the first machine to beat a unlabelled YouTube videos approval

reigning world champion

1997 1999 2001 2003 2005 2007 2009 2011 2013 2015 2017
O ————C——6 B—G
A A N e S U e L
1996 1998 2000 2002 2004 2006 2008 2010 2012 2014 2016 2018

DeepMind's AlphaGo beats Lee Sedol,
one of the best players of the time
v

Figure 6 — Key milestones in Al capabilities have been reached at an increasing rate (SOURCE: Cambridge Consultants)

Source: https://www.ofcom.org.uk/__data/assets/pdf file/0028/157249/cambridge-consultants-
ai-content-moderation.pdf



Supervised Learning

TRAINING DATA

PEOPLE
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Fonte: Mike Schroepfer, F8 2019:
https://developers.facebook.com/videos/f8-2019/day-2-keynote/

LABELED DATA
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Masked Language
Modeling (MLM)

( TRANSFORM

t
TOKEN

EMBEDDINGS [MASK]

POSITION
EMBEDDINGS

LANGUAGE
EMBEDDINGS

Translation Language
Modeling (TLM)

¢

TOKEN
EMBEDDINGS

POSITION
EMBEDDINGS

LANGUAGE
EMBEDDINGS

; MAadal Pratrainina® Cuillatime Lample Ala
Cross-lingual Language Model Pretraining® Guillaume Lample, Ale

Fonte: Mike Schroepfer, F8 2019:
https://developers.facebook.com/videos/f8-2019/day-2-keynote/




Recent Al Advances
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Nudity ._ -:. , ::gf% %%/Z =
Violence W ! -
Hate Speech

Child Safety

incluindo o conteudo reportado por pessoas.
1051 1) ED

Fonte: Mike Schroepfer, F8 2019:
https://developers.facebook.com/videos/f8-2019/day-2-keynote/




Violating Content Actioned in Q3 2018 Before People on Facebook Reported it

99.7% 99.6%
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SPAM FAKE ACCOUNTS NUDITY i JLENCE CHILD SAFETY HATE SPEECH TERRORISM HARASSMENT

Facebook Transparency Report

Fonte: Mike Schroepfer, F8 2019:
https://developers.facebook.com/videos/f8-2019/day-2-keynote/



Content Moderation At Scale
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Users Take Dim View of Social Media’s
Efforts to Moderate Content

Many have little to no confidence in companies’ ability to handle harmful posts

Confidence in social media companies
to successfully remove each type

How well social media companies
are doing in preventing the spread

Social media companies are for
the spread of each type of content.

of content of each type of content
® Great deal © Fairamount © Not too much ® Excellent © Good © Fair ® Poor ® Solely Partially ® Not responsible
i i at all
® Not atall = Don’t know Don'’t know res ponsikbie S Sresponsivle
Don’t know
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WV, MORNING CONSULT’

Poll conducted Aug. 21-24, 2019, among 2,072 self-identified social media users, with a margin of error of +/- 2%.

Figures may not add up to 100% due to rounding.

Source: https://morningconsult.com/2019/10/09/on-policing-content-social-media-companies-face-a-trust-gap-with-users/



The Types of Content Users

Find Most Objectionable

Don’t know/
No opinion

@ No, this should not

® Yes, this should

be removed

be removed

50*

Hate speech

Content that inspires
violence and discrimination

Acts of violence

Misleading health

information

Sexual content

Distorted photos and

videos of a celebrity

Fad diets

Poll conducted Aug. 21-24, 2019, among 2,072

self-identified social media users, with a margin of error of

WV MORNING CONSULT’

+/- 2%. Figures may not add up to 100% due to rounding.



Most Want Government to
Regulate Social Media Content

Do you agree that the government should play a
role in regulating the content moderation policies
social media companies create for their sites?

® Agree @ Disagree Don’t know/No opinion

Poll conducted Aug. 21-24, 2019, among 2,072

Vv MORNING CONSU LT self-identified social media users, with a margin of error of
+/- 2%. Figures may not add up to 100% due to rounding.



Content Regulation

* Remove content

» Suspend content

* Relocate content

+ Edit/redact content

* Interstitial warning

* Add warning legend
* Add counterspeech
* Disable comments

Account
Regulation

Terminate account
Suspend account
Suspend posting
rights

Remove credibility
badges

Reduced service

levels (data, speed,

etc.)
Shaming

Visibility
Reductions

(by acct or item)

Shadowban

Remove from
external search index
Nofollow authors’
links

Remove from internal
search index
Downgrade internal
search visibility

No auto-suggest
No/reduced internal
promotion
No/reduced
navigation links
Reduced virality
Age-gate

Display only to
logged-in readers

Monetary

(by acct or item)

Forfeit accrued
earnings

Terminate future
earning (by item or
account)

Suspend future
earning (by item or
account)

Fine author/impose
liquidated damages

Educate users
Assign
strikes/warnings
Outing/unmasking
Report to law
enforcement

Put user/content on
blocklist
Community service
“‘Restorative
justice”/apology

Fonte: https://papers.ssrn.com/sol3/Delivery.cfm/SSRN_[ID3810580 code332758.pdf?abstractid=3810580&mirid=1
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SR

Government
Communication
Service

RESIST

Counter-disinformation toolkit l‘

Source: https://gcs.civilservice.gov.uk/publications/resist-counter-disinformation-toolkit/



Annex A: Recognise disinformation

DEEPFAKES (F, 1, T)
Use of digital technology to fabricate facial
movements and voice, sometimes in real time.

ECHO CHAMBER (S)
A situation where certain ideas are reinforced by
repetition within a social space online.

FAKE NEWS (F)
Deliberate disinformation disguised as news.

FAKE PLATFORM (I)
Identity of a web platform is disguised to promote
fabricated content.

FILTER BUBBLE (I, T)

Algorithms which personalise and customise a user’s
experience on social media platforms might entrap

the user in a bubble of his or her own making.

FLOODING (T)
The overflowing of a target media system with
high-volume, multi-channel disinformation.

FORGERY (F, I)
Product or content is wholly or partly fabricated to
falsely ascribe the identity of the source.

HACKING

Use of illegitimate means to unlawfully gain access

to, or otherwise disturb the function of, a platform.

HIJACKING (S, T)
Unlawful seizure of a computer or an account.

LAUNDERING (F, I)

The process of passing of disinformation as
legitimate information by gradually distorting it and
obscuring its true origin.

A fabricated video of a palitician shows them
saying something outrageous or incriminating,
with the goal of undermining confidence in
government.

Creation of internet sub-groups, often along
ideological lines, where people engage with
like-minded people, which reinforces pre-existing
beliefs.

A non-journalist fabricates a news story to
influence public opinion and to undermine
the credibility of mainstream media, which is
published on a private platform.

A web platform is designed to appear like
an official site, with the goal of creating the
appearance of a credible source of information.

The social media flow of a user interested in
Brexit gradually adapts to consumed content
to eventually only show information in favour of
Brexit.

Multiple commentators, both in the form of bots
and real users, make an overwhelming amount of
posts with nonsense content to crows out
legitimate information.

A false document with an official-looking
government heading is produced to discredit
the government.

An actor illegitimately claims access to a network
from which private information, such as emails, is
extracted.

A website, hashtag, meme, event or social
movement is taken over by an adversary or
someone else for a different purpose.

A false guote is referenced through multiple
fake media channels until the original source is
obscured and the quote is accepted as real by
legitimate actors.

LEAKING (S, T)
Disseminating unlawfully obtained information.

MALIGN RHETORIC (R)
Lingual ruses aimed at undermining reasonable and
legitimate debate and silencing opinions.

- NAME CALLING (R) A classic propaganda
technique based on abusive or insulting language
directed against a person or a group.

- AD HOMINEM (R) Argumentative strategy

focused on attacking the person making the

argument rather than the content of the argument
itself.

WHATABOUTERY (R) A rhetorical maneouvre

which discredits an opponent'’s position by

accusing them about unrelated issues.

GISH GALLOP (R) A debate tactic focused

on drowning the opponent in an overwhelming

amount of weak arguments which require great

effort to rebut as a whole.

TRANSFER (R) A classic propaganda technique

based on transferring blame or responsibility to

associate arguments with admired or despised
categories of thought.

STRAWMAN (R) A form or argument which

targets and refutes an argument that has not been

present in the discussion.

'

'

'

MANIPULATION (F)
Alteration of content to change its meaning.

MISAPPROPRIATION (1)
Falsely ascribing an argument or a position to
another's name.

PHISHING (I, T)
A method to unlawfully obtain information online via
malware distributed over emails or web platforms.

POINT AND SHRIEK (S)
Exploitation of sensitivity to perceived injustices in
society to create outrage.

Annex A: Recognise disinformation

Unlawfully obtained emails are leaked to
compromise individual actors or to undermine
public confidence.

A combination of different rhetorical moves is
applied in online conversation to ridicule and
diminish other opinions.

An image is cropped to only show some of the
participating parties in an incident.

A public figure is incorrectly cited or falsely
attributed as a source.

Malicious links are distributed via email which
lead to phishing sites.

A commentator diverts from a real issue at
hand by pointing out the audacity of a make-
belief incident which play on pre-existing social
grievances.



Annex A: RECOGNISE DISINFORMATION

Annex A: Recognise disinformation

Glossary of disinformation techniques POTEMKIN VILLAGE (I, R) A complex network of fake think tanks is
A smoke-screen of institutions and/or platforms established to disseminate disinformation which
established to deceive audiences. seems legitimate due to the perceived legitimacy
. of the network.
RAIDING (S, T) Several automated accounts are coordinated to
ASTROTURFING (1) A source pays or plants information that appe Temporarily disrupting a platform, event, or disrupt a conversation by temporarily spamming
Falsely attributing a message or an organisation to to originate organically or as a grassroots conversation by a sudden show of force. nonsense messages.
an organic grassroots movement fo create false movement.
credibility. SATIRE AND PARODY (R, S) A public figure is ridiculed using memes where
Ridiculing and humouring of individuals, narratives or  non-factual opinions are ascribed to the public
BANDWAGON EFFECT (S) A person is more willing to share an article wt opinions to undermine their legitimacy. figure.
A cognitive effect where beliefs increase in strength seeing it is shared by many people.
because they are shared by others. SHILLING (1) An actor endorses certain content while appear-
To give credibility to a person or a message without ing to be neutral but is in fact a dedicated propa-
. . disclosing intentions or relationships. andist.
BOT (I, T) Bots can be used to amplify disinformation or 2 P d
Autor.n.ated computer software that. performs to skew online discussion by producing posts SOCKPUPPETS (I, R, T) Aiiser creales two oF more social fedia ac-
repetitive tasks along a set of algorithms. and comments on social media forums and Use of digital technology to disguise identity, to play ~ counts under opposing identities i.e. one pro-fox
other similar tasks — sometimes they focus or both sides of a debate. hunting, one against, with the aim of playing the
- g\n:DER:%NATQR BTO';S (LT oractorstics quantity and speed (spammer bots); other tirr identities against one another.
_O St\: '_C mlml.c nafur UTer charactenstics 1o they attempt to mimic organic user behaviour : _ : -
give the impression of a real person. (impersonator bots) — bots can also ke used 1 _ls_rl:'IF:jAL OF S_ILENdC_:bI_EI_t(yS) ot ook ek f\pers_(li_n wtlth r;]on—cr(:nfon::mg rn_ln_onty beliefs is
. e decrease in audibility of deviant opinions due to  less willing to share his or her opinions.
- SPAMMER BOTS (I, R, T) hacking and to spread malware. non-conforming beliefs.
Bots which post repeat content with high
frequency to overload the information environment. SYMBOLIC ACTION (S) A user plays on universally shared symboalic cues
Refer to acts that carry symbolic value in the sense e.g. terrorist attacks to create a climate of fear.
) that they signal something to an audience to create
BOTNET (I, T) Infests personal computers with malware, a response.
A network of hijacked computers used to execute contribute to DDoS attacks, and distributing
commands. phishing attacks. TAINTING (F, S, T) Leaked documents are distributed together with
Leaked contents are tainted with forgeries. carefully placed fakes.
CHEERLEADING (R) A dissenting opinion is crowded out by positi
The overwhelming promotion of positive messages. messages perpetuated by an abundance of TERRORISM (R, S) Images of violence are used to support false nar-
commentators cheerleading the ‘right” opinior Imagery from real-world events is used to make ratives, with the aim of creating a climate of fear
political claims. or justifying a political argument.
DARK ADS (F, T) An advertisement containing false information
Targt:—;ted advertisement based or an individual targeted to social media users with personalit TROLLING (i, R, S) Social media users deliberately post provocative
user's psychographic profile, ‘dark’ insofar as they traits deemed susceptible to this messaging, Deliberate commenting on intemet forums to comments to create emotional outrage in other
are only visible to targeted users. the goal of shaping their opinions in a specific provoke and engage other users in argument. users.
direction.
DDoS ATTACKS (T) A DDoS attack is conducted to bring down a WOOZLE EFFECT (R) A false source is cited repeatedly to the point
Distributed Denial of Service (DDoS) is a cyber-attack government website during a crisis, to deny Self-perpetuating evidence by citation. where it is believed to be true because of its
where multiple IP addresses are used to disrupt citizens access to reliable information. repeated citation.

services of a host connected to the internet.
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STIX 2.1 defines 18 STIX Domain Objects (SDOs):

Name

Attack Pattern

Campaign

Course of Action

Grouping

Identity

Indicator

Infrastructure

Intrusion Set

Location

Description

A type of TTP that describe ways that adversaries attempt to compromise targets.

A grouping of adversarial behaviors that describes a set of malicious activities or attacks (sometimes called waves) that
occur over a period of time against a specific set of targets.

A recommendation from a producer of intelligence to a consumer on the actions that they might take in response to
that intelligence.

Explicitly asserts that the referenced STIX Objects have a shared context, unlike a STIX Bundle (which explicitly
conveys no context).

Actual individuals, organizations, or groups (e.g., ACME, Inc.) as well as classes of individuals, organizations, systems
or groups (e.g., the finance sector).

Contains a pattern that can be used to detect suspicious or malicious cyber activity.

Represents a type of TTP and describes any systems, software services and any associated physical or virtual
resources intended to support some purpose (e.g., C2 servers used as part of an attack, device or server that are part
of defence, database servers targeted by an attack, etc.).

A grouped set of adversarial behaviors and resources with common properties that is believed to be orchestrated by a
single organization.

Represents a geographic location.

Source: https://oasis-open.github.io/cti-documentation/stix/intro



Best Practices

Real Ad ¥

Fake Content Real Ad
L 3
Fake Content
Real Ad
L]
Fake Content
Real Ad
L 4

CASH-OUT SITE

Un sitio web, aplicacion u otro recurso que es
capaz de entregar anuncios, y es operado por
ciberdelincuentes con el propdésito de extraer
dinero del ecosistema de publicidad en
internet.

HUMAN BLOG / AD FRAUD

The Shoe is a Lie: How an Android Botnet
Defrauded Advertisers and Consumers

https://www.whiteops.com/blog/the-shoe-is-a-lie-how-an-android-
botnet-defrauded-advertisers-and-consumers

The Hunt for 3ve

Taking down a major ad fraud operation through industry collaboration

November 2018

Source:
https://resources.whiteops.com/research-
and-investigations/the-hunt-for-3ve

Co-authored by Google and White Ops
with technical contributions by Proofpoint and others

Go gle @ whiteops



SIM Farms: The Modern Trojan for Mobile

Operators
Source: https://haud.com/blog/2017/04/12/sim-

TRENDING TOPICS  APRIL 12, 2017 farms-modern-trojan-mobile-operators/

Definitions

Spamming Unwanted messages delivered to subscribers

Flooding Massive amount of messages sent to nodes
and subscribers

Faking The illegal use of SMSC identity by a foreign system

Spoofing Messages sent illegally by simulating a

roaming subscriber

Smishing Deceptive messages attempting to acquire
subscriber information

Virus distribution  Messages luring subscribers to a download
Site with viruses



Calls + SMS, +55 Brazil

With the Call + SMS service you make the best decision. Receive and make calls, send and receive SMS with one single virtual number. Get a virtual SIM card for calls and

text messages. &3 Free phone number - Register now and get your first virtual phone number for free.

Brazil v Calls + SMS - Filter = Search

Phone numbers in Brazil

Virtual numbers / Brazil

Zadarma gives you the opportunity to connect a phone number in Brazil to your PC, SIP gate, office PBX, mobile phone, or to any other device that supports
SIP.In addition, you can forward your virtual phone number to any country for free, or at a very low price.

You can get phone numbers in the cities listed below at the following prices:

Area code Destination Connection fee Monthly fee

021 Mobile * $0 $8 BUY
0800 Toll-free ? $0 $6 BUY
081 Abreu E Lima 3 $0 $5 BUY
041 Almirante Tamandare 3 $0 $5 BUY
011 Alphaville 3 $0 $5 BUY
051 Alvorada 3 $0 $5 BUY

019 Americana 3 $0 $5 BUY



<25% of MNOs have invested in
the necessary SMS firewall required to
transform grey routes into white routes

-irewall Impact

What impact has the SMS firewall made to your SMS business?
70%

60%
50%
40%
30%
20%
10%

Source: Mobilesquared

Source: https://www.gsma.com/membership/wp-content/uploads/2015/10/2015-10-whitepaper-secure-networks-key-to-a2p-monetisation.pdf



A Guisa de Conclusio



Onde houver sociedade,
havera crime

EMILE
DURKHEIM
1858-1917




“Father of the Internet”

VINT CERE~

gearshift.tv

“The internet is a reflection of our society and that mirror is going to
be reflecting what we see. If we do not like what we see in that mirror

the problem is not to fix the mirror, we have to fix society.”
Vint Cerf

“A internet € um reflexo da nossa sociedade e esse espelho vai refletir
o0 que vemos. Se nao gostamos do que vemos nesse espelho, o

problema nao é consertar o espelho, temos de consertar a sociedade.”
Vint Cerf
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DOS DELITOS E
DAS PENAS

"E melhor prevenir os crimes
do que ter de puni-los. O meio
mais seguro, mas ao mesmo
tempo mais dificil, de tornar os
homens menos inclinados a
praticar o mal é aperfeicoar a
educacao"

In: BECCARIA, Cesare Bonesana._Dei delitti e
delle pene: Milao, 1764.
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Cesare Beccaria
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Nao existe bala de prata!

Foco em estratégias multisetoriais:

a) deteccao, resposta, transparéncia e accountability (curto prazo)
b) estratégias de dissuasao (prevencao geral) + frustrar o resultado (post facto)
c) educacao para o uso ético, seguro e responsavel da Internet (longo prazo)
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The policy response to fake news: China as a comparative case

The example of China’s crackdown on “online rumours” since 2013 is a useful illustration of the dangers of
(i) establishing structures of prepublication regulation and (ii) having too wide definition of what constitutes
unverified fake news or “rumour”.

During 2013-2014 it was reported that the Chinese authorities had intensified their policy of deleting posts
on Chinese social media such as Wechat. Chinese authorities claimed that these were “necessary to
safeguard citizens' rights and interests, and promote the healthy development of the internet”. The Chinese
approach is to make operators of social networks responsible for removing a widely defined category of
content considered to be ‘rumours’ and jail terms of up to 3 years for those responsible. Service providers
are required to suspend the accounts of those found to be responsible for spreading “irresponsible
rumours”. A number of categories of such rumours are identified: these include undermining morality, the
socialist system, and the authenticity of information. Discretion for deciding what fits into these categories
lies with the social networks, but these are periodically reviewed under the terms of their licences. In China,
social networks must be in receipt of several different licences from central government." Anecdotal
evidence suggests that incentivising intermediary filtering and blocking through the threat of strong
penalties leads to intermediaries developing automated blocking and filtering, together with expensive
human-led programs of deletion. Due to the lack of transparency it is impossible to know precisely what is
blocked, but the evidence reported by Western journalists suggests that over blocking is rife.
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