f'-r \
aferNet
‘.:./ B r a sNi I Protegendo os Direitos Humanos na Sociedade da Informacao

~_ Camara dos Deputados |
Comissao de Ciéncia, Tecnologia e Informatica

Audiéncia Publica

Abuso e Exploracao Sexual de Criancas e Adolescentes na Internet

Prof. Thiago Tavares Nunes de Oliveira
Presidente da SaferNet Brasil

Brasilia, 14 de dezembro de 2017



Onde houver sociedade,
havera crime
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“Father of the Internet”

VINT CERE~

P gearshift.tv

“The internet is a reflection of our society and that mirror is going to
be reflecting what we see. If we do not like what we see in that mirror

the problem is not to fix the mirror, we have to fix society.”
Vint Cerf

“A internet € um reflexo da nossa sociedade e esse espelho vai refletir
0 que vemos. Se nao gostamos do que vemos nesse espelho, o

problema nao é consertar o espelho, temos de consertar a sociedade.”
Vint Cerf



Annual Homicides
2015 or latest available year

59,080
59,012

Fonte dos dados:

* |PEA, Atlas de Violéncia

« UNODC Statistics

* Eurostat, Crime and criminal justice statistics
* FBI, Criminal Justice Information Services

Endereco do mapa: https://maps.blueshift.io/homicides-by-country
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Poder publico sera responsavel por
bloqueio de celulares em presidios,
determina projeto

Da Redacio | ; . 2/2017, 16 F Y @

Geraldo Magela/Agéncia Senado

€5iba mais Projeto que repassa ao poder publico responsabilidade de bloquear o sinal de

celular nos presidios foi aprovado nesta terca-feira (5) pela Comissdo de
PN T — Assuntos Econdmicos (CAE). A proposta, que terd votacdo final na Comissao
destina verbas do Funpen de Ciéncia, Tecnologia, Inovagdo, Comunicagdo e Informatica (CCT), é um
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"E melhor prevenir os crimes
do que ter de puni-los. O meio
mais seguro, mas ao mesmo
tempo mais dificil, de tornar os
homens menos inclinados a
praticar o mal é aperfeicoar a
educacao”

In: BECCARIA, Cesare Bonesana._Dei delitti e
delle pene: Milao, 1764.

Cesare Beccaria
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A SAFERNET DEFENDE
DIREITOS HUMANOS

E LIBERDA
NA INTERNET HA 11 AN

DES
ON




Educacao () I

A educacao promove o conhecimento.
O conhecimento proporciona escolhas.
Quemtemescolhas temliberdade paraoptar .

Navegar comseguranca € navegar com liberdades.
E fazer boas escolhas online.




LIBERDADE + CONHECIMENTO




A PROPOSTA DA SAFERNET E
EDUCAR PARA UMA NAVEGACAO
LIVRE E SEGURA. £ CONSCIENTIZAR
PARA BOAS ESCOLHAS ONLINE.




nsife  CHi-

Child 3
Helpline
International



pornografia infantil

racismo

apologia e incitagao a crimes contra a vida
xenofobia

neo nazismo

maus tratos contra animais

intolerancia religiosa

homofobia

trafico de pessoas

Denunciar

Selecione o tema ao lado

A SaferNet Brasil oferece um servigo de recebimento de
denuncias andnimas de crimes e violagdes contra os
Direitos Humanos na Internet, contanto com procedimentos
efetivos e transparentes para lidar com as dendncias. Além
disso, contamos com suporte governamental, parcerias
com a iniciativa privada, autoridades policiais e judiciais,
além, é claro, de vocé usuério da Internet. Caso encontre
imagens, videos, textos, musicas ou qualquer tipo de
material que seja atentatério aos Direitos Humanos, faca a
sua denuncia.

Protocolo da dendncia:
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Indicadores da Central Nacional de Dentincias de Crimes Cibernéticos“2Yy \"-=2R

Em ,a [ Central de Dentncias #] recebeu e processou dendncias anénimas envolvendo paginas (URLs) distintas

(CEERVETE foram removidas) escritas em e hospedadas em hosts diferentes, conectados a Internet através de
numeros IPs distintos, atribuidos para paises em o continentes. As dentncias foram registradas pela populagédo através dos / hotlines brasileiros que
integram a Central Nacional de Dentncias de Crimes Cibernéticos. Saiba mais sobre este projeto!
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Paises que hospedam o contetido denunciado no Brasil

ZOOM DO MAPA ESCALA DA BOLHA LINHADO TEMPO

I K R 0 eneessss () ) I EEE——— 2006 22016

http://denuncie.org.br/indicadores




Cooperacao Multisetorial

'CONSTITUICAO

REPUBLICA FEDERATIVA DO BRASIL

1 1988

Art. 227. E dever da familia, da sociedade e do Estado assegurar a crianca, ao
adolescente e ao jovem, com absoluta prioridade, o direito a vida, a saude, a
alimentacao, a educacéo, ao lazer, a profissionalizacao, a cultura, a dignidade,
ao respeito, a liberdade e a convivéncia familiar e comunitaria, além de coloca-
los a salvo de toda forma de negligéncia, discriminacao, exploracéao, violéncia,
crueldade e opressao.



MAPA DAS ACOES CONTRA A PORNOGRAFIA INFANTIL

Prisdes em flagrante na dltima década @
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investigacoes
em curso
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Unidades da PG com maior nimero de investigacbes em SP

S3o Paulo 284
Campinas P sa
Santos | EX
Sorocaba B 3
Séao José dos Campos [l 25
Ribeirdo Preto | A
Piracicaba Bis

Sao José do Rio Preto [ 15
Marilia | ]

Bauru B
Aracatuba |
Araraquara e
Presidente Prudente | 6

Sao Sebastiao I3
Cruzeiro 1

lales 1

Fonte: Policia Federal

2014: 126 prisbes em flagrante

2015: 185 prisbes e 1496 IPLs instaurados
2016: 128 prisbes em flagrante

2017: 156 prisbes em flagrante (até out/2017)



Investigacao 01 (iniciada em maio de 2008) — 1263 conexdes em 12
paises (874 no Brasil) — 300 agressores sexuais investigados




643 perfis investigados na Op. Turko

Crimes de Pomografia Infantil no Orkut - Brasil
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INDIGADORES ot

2007 /2016  FOIE

+4 ] TOTAL DE ATENDIMENTO

13.268 26 o5

9.893

@ AS PRINCIPAIS VIOLAGOES PARA AS QUAIS 0S INTERNAUTAS BRASILEIROS PEDEM AJUDA

http://helpline.org.br/indicadores




AS PRINCIPAIS VIOLAGOES PARA AS QUAIS 0S INTERNAUTAS BRASILEIROS PEDEM AJUDA

=

Intimidacdo / I Sexting / Exposicdo " Problemas com Contetidos de 6dio " Fraude / Golpes /

Discriminacdo / Intima Dados Pessoais | violentos E-mails falsos

Ofensa

http://helpline.org.br/indicadores




Aliciamento sexual infantil online |
Ciberbullying/Ofensa
Conteddos improprios/violentos |
Controle parental |
Cyberstalking |
Encontros virtuais |
Fraudes/golpes/email falso |
Orientacoes Gerais |
Outros |
Pornografia infantil
Problemas com compras online |
Problemas com dados pessoais |
Sexting/Exposicdo intima
Situacdes off-line |
Solicitacao de materiais/palestra |

Uso excessivo

Nio Classificado |
0

100 125 150 175

[ Feminino @@ Masculino

http://helpline.org.br/indicadores
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liclo de Oficinas

Seguranca, ética e cidadania na Internet:
educando para boas escolhas online

J.861.707

dénuncias recebidas e
processadas pela Safernet

IlEﬁﬂ atendimentos realizados

no canal de ajuda da Safernet

EI]% dos usuarios

entre 9 e 17 anos ja se

sentiram ofendidos online
CETIC.br/NIC.br

ﬁs% dos professores apontaram que os

alunos NAO recebem instrucdes sobre como

usar a Internet com seguranca na sua escolas.
CETIC.br/NIC.br
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Principios
Decalogo
CGLBr

Liberdade, Privacidade
e Direitos Humanos

constitucional do Estado na
prestacdo da educacao, em todos 0s
niveis de ensino, inclui a capacitagéo,
integrada a outras préticas
educacionais, para o uso seguro,
consciente e responsédvel da internet
como ferramenta para o exercicio da
cidadania, a promocao da cultura e o
desenvolvimento tecnologico.

Art. 26 - Marco Civil da Internet

e¢ Ocumprimento do dever ||
il
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- w w EM 3 ANOS, 26 OFICINAS CAPACITARAM
- S - DIRETAMENTE 3.832 EDUCADORES DE 297
STEEE - MUNICIPIOS EM 22 UFS, E BENEFICIARAM
PROJETO - 985.988 ALuNOS EM 673 ATIVIDADES DE
- MULTIPLICAGAO NAS ESCOLAS/INSTITUIGOES
MOBILIZADAS, GERANDO MAIS DE 200
NOTICIAS NA IMPRENSA LOCAL E NACIONAL
BRASIL
COMO AVALIA A RELEVANCIA DO TEMA E APRENDIZAGEM SOBRE O TEMA NOTiCIAS
DOS CONTEUDOS?
A BRIR T Escolas treinam
muito bom 90% muito bom e sim . X professores para
EEn] 8% i 27% (100%%0) ensinar alunos
= sobre perigos da
regular 1% regular 1% na0 web
insuficiente 1% insuficiente 0% Q%) e Fonte: Bom Dia Brasil -

Dodo Nlnhn

Realizacéo Patrocinio

4';}} PFDC MPF me *Eg| Saiba mais:

Procuradoria Federal
, dos Direitos do Cidadao Ministério Piblico Federal N

Nicleo de Informacao Comité Gestor da
e Coordenagao do Internet no Brasil

http://mapa.safernet.org.br



M P F Conhega o MPF Atuacdo Tematica Para o Cidadao Concursos Transparéncia Sala de Imprensa Eleitoral Unidades

Minmterio Publics Pederel

Rio Grande do Sul

Pagina Inicial > Sala de Imprensa > Noticias > Noticias Convertidas > PRRS > MPF/RS e Safernet realizam oficinald: jo,

Procuradoria da Republica no Rio Grande do Sul

Institucional Atuacao Servicos Municipios Plantdes Estagie conosco Sala de Imprensa Licitagbes e Contratos Atos e Publicagdes

Noticias 6 DE JULHO DE 2015 AS 15H56

MPF/RS e Safernet realizam oficina de protecao a infanciae a
adolescéncia na Web

Galeria de Imagens

Assessoria de Comunicacao

Encontro ocorre nesta terca-feira, 7 de julho, na Capital

Educadores, coordenadores pedagogicos ou tecnoldgicos e representantes da area de ensino estardo reunidos
nesta terca-feira (7/07), na Capital, para discutir a “Segurancga, ética e cidadania na Internet: educando para
boas escolhas online”.

A oficina € uma iniciativa nacional do Ministério Plblico Federal (MPF), por meio da sua 2* Camara de
Coordenacdo e Revisao — que trata da atuacdo criminal e abriga o Grupo de Trabalho de Enfrentamento aos
Crimes Cibernéticos — e da Procuradoria Federal dos Direitos do Cidaddao em conjunto com a ONG Safernet
Bracil e o0 Comité Gestor da Internet do Brasil — CG| hr



Considerei gque a metodologia
utilizada durante toda a atividade foi
muito significativa, a forma como 08
temas foram abordados, de maneira
didatica e com exemplos comuns do
dia a dia. »

na responsabilidade de
multiplicar.

Coloquei em pratica ja no
dia seguinte para 0s
colegas de trabalho do
setor que trabalho. ,

¢  Uma nova abordagem
com uma nova visao, fazendc
entender que as criangas e
jovens podem utilizar a
Internet, mas de modo critico
€ seguro, preparando oS
usudrios para os possiveis
perigos da navegacao. »







Disponivel para download em: http://www.safernet.org.br/site/sid2017/recursos
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Dia da Internet Sequra . [

Unidos para uma

Internet mais positiva

o que é? participe parceiros videos recursos eventos programacao assista outras edigoes

CADASTRE SUA PROPOSTA DE ATIVIDADE PARA 0 SID 2018

www.diadainternetsegura.org.br






Este mapa contém as 125 atividades que foram programadas em todo o pais em torno do Dia da Internet Segura 2017, contemplando um publico de 69643 pessoas
em 83 municipios de 18 Estados brasileiros. Cadastre a sua atividade através do link acima.

Confira a integra dos videos do Evento HUB que ocorreu no dia 07/02 em S&o Paulo - SP.
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ndo guarda segredos

A infermet

Mantenha sua privacidade off-line




ME MANDA NUDE, VAI...
EU NAO MOSTRO
PARA NINGUE

COMPARTILHAR NUDES DOS OUTROS,
SEM AUTORIZACAQ, E CRIME.

_FOIVITIMA? ACESSE
HELPLINE.ORG.BR
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I 0 S I E RS PROBLEM _ Theleaking of intimate videos on the internet is increasing every year IDEA_ To alert about the risks of this practice, SaferNet created an action

In most cases the victims are women, who end up having their lives destroyed in partnership with movie theaters where posters of fictional movies were put up

EXPOSURE MAY BE GREATER THAN YOU THINK. by a reckless attitude. alongside posters of movies playing in theaters.

"
THE INTIMACY OF

A WOMAN RAVAGED
BY A CRIMINAL.

THINKTHICE s SUARLKG i 1 TN
THE EXPOSURE MAY BE GREATER raeevou IMAGINE. i il THE EXPOSURE MAY
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Boas praticas internacionais



Defining a Hotline

A hotline is a national online resource that offers the public a way to report illegal content. Citizens are always encouraged
to report suspected CSAM, which can be submitted anonymously to the hotline. Given the anonymous nature of reporting
potential CSAM to hotlines, internet users are less wary of punitive action. Reports that confirm the legitimate presence of
CSAM will be passed to the relevant law enforcement agency and/or Internet Service Providers(ISP). In many cases, the
service provider hosting the content is then given notice to ensure rapid takedown of the material.

HOW ONE SINGLE REPORT TO A HOTLINE
MAKES A WORLD OF DIFFERENCE

%ﬁ?’éh—‘b% @ . o

Digital citizen Hotline Law enforcement Provider Removal of CSAM

Content Service

FASTER, BETTER, STRONGER TOGETHER.

The aim of the INHOPE Hotline Network is to streamline processes for reporting illegal online content when it involves the
sexual abuse or exploitation of a child. Hotlines often encourage reporting even for suspected exploitation, such as child modelling.

Hotlines are unified by their commitment to the protection of children in their country, even while facing challenges in funding
and capacity. Their active collaboration to remove CSAM from the internet is vital, and it is INHOPE’s priority to help them
facilitate this process as rapidly and efficiently as possible.

Fonte: http://www.inhope.org/Libraries/2016/INHOPE_2016_Statistics.sflb.ashx



INTERNATIONAL ASSOCIATION OF INTERNET HOTLINES

INHOPE, the global network of reporting hotlines INHOPE
fighting child sexual abuse material on the Internet

: Taiwan

‘g:‘, Philippines

&)

Colombia

\ ¥

South-Africa

>
@ INHOPE member hotlines /

@ INHOPE Foundation participants* New Zealand

*The INHOPE Foundation is INHOPE's charitable arm to help develop new hotlines worldwide.



2016 Global CSAM Hosting Map

<1% 1%-10% 11%-20% 21%-30% >30%

WEALAND

Presented here is ICCAM data for the 12-month period of January 1st to December 31st 2016.

Fonte: http://www.inhope.org/Libraries/2016/INHOPE_2016_Statistics.sflb.ashx



Notice and takedown
timeline

Of the 38,767 total ICCAM reports both
confirmed as CSAM and marked as removed by
hotlines worldwide, 74% were removed within 3
working days.

Notice and takedown (NTD) refers to the number of
business days between the date a hotline receives a
report containing suspected CSAM, and the date a
hotline analyst marks the report as Content Removed.
Rapid NTD is a major weapon in combatting the spread
of CSAM, disrupting the cycle of content duplication and
global redistribution that results in the revictimisation of
abuse victims that are shown in CSAM material. Average
NTD response times have improved incrementally as
technology and reporting processes have become more
efficient, resulting in CSAM being removed from the
internet faster than ever.

In regard to report handling via ICCAM a powerful
example of this technology is hashing, which is a
mathematical process of assigning computer files
(images, video etc.) with a unique alphanumeric
identifier. This allows files to be compared electronically
with previously identified CSAM which has two main
benefits — faster removal of CSAM, and support
of law enforcement’s efforts to identify victims and
perpetrators by giving the option to focus on previously
unseen CSAM.

What are the numbers showing us?

. 1-3 days . 4-6 days . 7+ days

N1 = 38,767

. 1-3 days . 4-6 days . 7+ days

N2 = 29,567

REPORTS WORLDWIDE

74%

was removed from the Internet
in less than three days.

REPORTS IN EUROPE

75%

was removed from the Internet
in less than three days.

Fonte: http://www.inhope.org/Libraries/2016/INHOPE_2016_Statistics.sflb.ashx



CSAM Characteristics

Based on the content reported through ICCAM in 2016, we can see that the majority of CSAM encountered by hotlines depicts children that are
predominantly females in the pre-pubescent age range.

This is particularly worrying given the adjacent rise in digital crimes such as coercion and extortion, which are increasingly the result of self-generated sexual images.
Children of younger ages can be more prone to manipulation and targeting by online offenders, and with more access to technology than ever before, this is an issue
that requires both preventative awareness raising and legal diligence.

CSAM Characteristics - Age* CSAM Characteristics - Gender*

83%

. Infant (~0 - 2)

. Pre-pubescent (~3 - 13)

kY
v
]
]
]

S0800000I €&
-

@ S e 9
(%) -Pubescent(~14— 17) T N .Both
- -
Picture: CSAM Characteristics: Age (n= 75,496) Picture: CSAM Characteristics: Gender (n= 43,902)
* These figures reflect 72% of categorised data collected from reports through the ICCAM system * These figures reflect 88% of determined data collected from reports through the ICCAM system
* There are some national systems that have to be mapped onto ICCAM, which is a very new and innovative system. * There are some national systems that have to be mapped onto ICCAM, which is a very new and innovative system.
The 72% data points will become 100% The 88% data points will become 100%

Fonte: http://www.inhope.org/Libraries/2016/INHOPE_2016_Statistics.sflb.ashx



Hosting versus production,
consumption and distribution

It is vital to recognise that hosting is only one part of the broader picture when it
comes to the creation, distribution, and consumption of child sexual abuse material.
While hosting reports can tell us where the highest concentration of servers containing
CSAM are located, this should not be conflated with the production and consumption
of CSAM, which can happen anywhere.

The sexual abuse and exploitation of children is a pervasive problem worldwide, and
no country is immune. The absence of hosting information in a particular geographic
region does not mean that abuse is not taking place, that digital abuse content is not
being created, or that there are no victims in need. It is critical to understand that a lack
(or lower amount) of reported data does not mean the problem does not exist.

An example of this issue within INHOPE’s own statistics is the representation of Africa,
which may seem to indicate the absence of CSAM. To the contrary, as a region with
only one current INHOPE hotline member, Africa highlights two important needs for
improving the global status of CSAM:

1. A concerted effort to acknowledge the areas where gaps exist and create tech-
nical solutions accordingly. Enhanced insights and greater opportunities to pro-
tect children could come from establishing a developed reporting process. This
is the case throughout Africa, as well as other regions of the world where better
structure and support are often needed.

More research initiatives into the depth of child sexual abuse, particularly, but
not limited to, developing regions. Evidence is needed to evaluate what drives

o the production, consumption, and dissemination of child sexual abuse material.
In order to show a more accurate representation from every region and create
a true global picture of the magnitude of CSAM, we must work toward a better
understanding of each population.

http://www.inhope.org/Libraries/Annual_reports/INHOPE_Annual_Report 2016.sflb.ashx



2016 Global Map of CyberTipline Reports (USA)

GLOBAL MAP OF CYBERTIPLINE REFERRALS - 2016

Ocean
B 1999
B 1.000- 4,900
[ s,000- 9,999
B 10.000 - 19,990
™ 20,000 - 50,000

D 50,000 or more

This map is not indicative of the level of child sexual abuse in a particular country.

This map depicts the volume of reports submitted predominantly by U.S.-based Electronic Service Providers to NCMEC’s CyberTipline in accordance with 18 U.S.C. 22584. Online companies report incidents

of “apparent child pomography” and may include geographic indicators related to the incident. These geographical indicators may be affected by the use of proxies and anonymizers. This map is generated for

informational pusposes only. [ M

http://www.inhope.org/Libraries/Annual_reports/INHOPE Annual Report 2016.sflb.ashx



Internet Blocking

Crimes should be punished and not hidden

EUROPEAN
DIGITAL

RIGHTS

Fonte: https://edri.org/files/blocking_booklet.pdf
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Internet Content Blocking Technigques

IP and Protocol-Based | Deep Packet Inspection- URL-Based Blocking Platform-Based Blocking DM5-Based Blocking
Blocking Based Blocking (especially search
engines)
A device is inserted in the | A device is inserted in the A device s inserted in the ‘Working with application | At the netwaork or ISP level,
network that blocks based| network that blocks based | network that intercepts web| prowiders (such as seanch | DMS traffic is funneled to a
on IP address and/for on keywords andfor other | requests and looks up URLs | engines), content is madified DMS server that can
application (e.g. VPM) content (filenams, fior against & block list modified according to block lookups of certain domain
example) local requirements names
Because IP addresses Whee the blocked This is a common techndque | Because there is no DS blocking is easily evaded
are easily changed and intorrnation is easily that works well when Onapaly in seanch bath by content publishers.
~ content easily moved, this| charactenzed, this is very blocking access to entire engines (for example) and | and end users. DNS blocking
E technique works poarly. | effective For gensral categories aof information. consumer preferences are | is only effective when each
This only works well when | blocking (e.g, “block adult | Mew pages and smaller sites | constantly changing, this | name has a very small amount
% the information publisher | content?) or in the face of | slip throuwgh easily, as do type of biocking ks largely | of content, and all that content
= Is not actively working to | encryption, the technigque | encrypted web servers. cosmetic and works should be blocked. Technical
e evade the block s wery ineffective ooy challenges, aver-blocking, and
ease of evasion make this an
Ineffective technique.
Aryone who is "behind™ | Amyone who is “behind® the | Users "behind” the device, | Users of the search engine | Users of the modified DNS

of blocking are typically
speedy, 50 perfarmance
|ssues are Not CoMmmon

are wsed, security can be
severely comprasmised,

e
- ! the device is affected. device is affected and for whom the device which has installed the server. This can be enforced at
£g can intercept and evaluate | block the nEtwork or Sendice prowider
wieb traffic. level
g Affects all content ona | Affects only content which | Affects individual wet Affects individual web Affects all content served by
E-m server, whether illegal ar | matches blocking rules pages and web elements. | pages and elements. a damain name, whether
"= | mot This works even when| Requires proxies to work Requires proses to wiork Usually done at the ilegal or not. Cannot be
i = | the data are encrypted. with encrypted web pages. | with encrypted web pages. | indivicuwal URL level effectively used to distribute
k4 content.
% | Blocks content Blocks content Blocks content Discourages and frustrates| Discourages and frustrates
B s access access
-
g3
i
2
= Ariy targeting of langer Depending on the quality Maost URL filttenng is based | The false positive rate Aavy Targeting of domain
5 | servers has a huge false of the blocking rules, the on commerncial services Is considered to be low, narmes used by larger servers
_‘! ; pasitive rate, plocking false positive rate can range | that categorize waffic. For | because each page block | has a huge false positive rate,
E bath illegal and legal from wery low to quite mainstrearm blocks, this can | is requested individually. | blocking both illegal and legal
£ 2 | content. high. Writing good nies is | be quite specific, but for The problerm of non- content. Inetfective when
E - difficuit. special purpose blocks, the | legitimate requests causes | COMS are wsed (Or Causes an
g Error rate is quite high SOMeE iNappropriate extremely high level of fakse
E - Infarmation to be pasitives)
= blockage.
= Publishers can change Multiple layers of encryption| Multiple layers of encryption | Users can choose Users can avold using DNS
E o | P acdresses, migrate effectively evade this type | effectively evade this type | alternative platforms, loakups using local facilities,
content, or use Content | of blocking When the of blocking, Use of non- such as & different search | or can send their quernes to
o ! Dedivery Metworks (CDNs) | filtenng rules are poody standard application layer engineg, very easily. an un-rmodified public server
E 8 | toevade VPN users evade| written, small changes Is often an effective evasion (typécally though a VPN).
by lhaclineg IP adidresses. i text can easily bypass technique.
g ? blocks.
- Maintaining long IP Content-aware filtering has | URL filtening can cause Many search empines DMS secunity is compromised
adaress lists is difficult significant performance performance problems, rEport on “suppressed” when a modified senver is
; g and efror-prone, and costs and i not practical decreasing overall speed Information, which itseff | deployed.
L reguines significant i many environments and refiability. When procies | creates a trail to the
13 resources. Metwork {without enarmous. are used, Secunty can be content
i F | devicesdaing thistype | resources), When proxies severely compromised,
2
v
3 B

Fonte: https://www.internetsociety.org/resources/doc/2017/internet-content-blocking/



URL-Based Blocking

In URL-based blocking, the blocking device
has a list of web URLs to blodk Trying to view
any of the URLs on the list will cause an
interruption.

URL-based blocking can have both false
positives and false negatives. When a
publisher is actively trying to avoid the filter,
simply changing the name of the file or the
server is often enough to avoid the block.

In the diagram here, the bomb on the OLD
server was blocked because the URL is on the
list. The same graphic on a different server is

URL Filter

not blocked because the NEW server URL is List of URLs URL filtering can usually occur
not on the list. to be blocked at the enterprise or the ISP level
E———————

http://old.example.com/bomb

This content Mo content is blocked

is blocked because since none of the URLs
the URL is on the list. from the new.example.com

are on the block list.

Internet

MEW.example.com

OLD.example.com

i - £ & -
6 A : i X
http://old examplecom/bomb  http://oldexample.com/kitten i http/fnewexamplecomy/bomb  httpy//new example.com/kitten



IWF, Wikipedia and
the “Wayback Machine”

Dr Richard Clayton

richard.clayton@cl.cam. ac.uk
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% CAMBRIDGE 281 My 2009

Computer Laboratory

Fonte: https://www.uknof.org.uk/uknofl3/Clayton-IWF.pdf



Failures in a Hybrid Content Blocking System

Richard Clayton

University of Cambridge, Computer Laboratory, William Gates Building,
15 JJ Thomson Avenue, Cambridge CB3 OFD, United Kingdom

richard.clayton@cl.cam.ac.uk

Abstract. Three main methods of content blocking are used on the In-
ternet: blocking routes to particular IP addresses, blocking specific URLs
in a proxy cache or firewall, and providing invalid data for DNS lookups.
The mechanisms have different accuracy/cost trade-offs. This paper ex-
amines a hybrid, two-stage system that redirects traffic that might need
to be blocked to a proxy cache, which then takes the final decision. This
promises an accurate system at a relatively low cost. A British ISP has
deployed such a system to prevent access to child pornography. However,
circumvention techniques can now be employed at both system stages to
reduce effectiveness; there are risks from relying on DNS data supplied
by the blocked sites; and unhappily, the system can be used as an oracle
to determine what is being blocked. Experimental results show that it is
straightforward to use the system to compile a list of illegal websites.

Fonte: https://www.cl.cam.ac.uk/~rncl/cleanfeed.pdf



e asupporter  subscribe O\ search jobs dating more~ International edition ~

theguardian

football opinion culture business lifestyle fashion environment tech travel = browse all sections

British censor reverses Wikipedia ban

Unprecedented decision sees temporary online ban lifted on controversial 32-
year-old album cover

Britain's internet censor has backtracked on its decision to ban a Wikipedia page — (EGRULERCEINETEREE Q, ) search
for containing a "potentially illegal" image of a naked child.

Over the weekend it emerged that the Internet Watch Foundation, which
operates a blacklist to screen out images of child abuse that is used by the

les Majority of British internet providers, had banned the image of a 32-year-old football opinion culture business lifestyle fashion environment tech trave
album cover by German rock group The Scorpions.

T The decision resulted in a technical glitch which prevented thousands of British e . . ..
web surfers from editing any pages on Wikipedia, as well as confusion over why Wll(lpecila falls fOUl Of BrltISh CE‘I]SOI’S
the image was deemed "potentially illegal" - particularly since the album itself

has been on sale in high street shops for more than 30 years.
Wikipedia page blacklisted over 'potentially illegal' album cover from 1976

But after conducting a review of the decision, and amid protests from the
Wikimedia organisation on Monday, the IWF today said that it would make the

lonted decisi . 1 hoi from |
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Internet Content Blocking Technigques

of blocking are typically
speedy, 50 perfarmance
|ssues are Not CoMmmon

are used, security can be
severely compromised,

IP and Protocol-Based | Deep Packet Inspection- URL-Based Blocking Patform-Based Blocking DM5-Based Blocking
Blocking Based Blocking (especially search
engines)
A device is inserted in the | A device is inserted in the A device s inserted in the ‘Working with application | At the netwaork or ISP level,
network that blocks based| network that blocks based | network that intercepts web| prowiders (such as seanch | DMS traffic is funneled to a
on IP address and,for on keywords and/for other | requests and looks up URLs | engines), content is madified DMS senver that can
application (e.q, VPN) content (filenams, for against a block list rodified according to block lookups of certain domain
example) local requirements names
Because [P addresses Where the blocked This is a common technique | Because there is no DMS blocking is easily evaded
are easily changed and inforrnation is easily that works well when ROnapaly in seanch both by content publishers
~ content easily moved, this| charactenzed, this is very blocking access to entire engines (for example) and | and end users. DNS blocking
E technique works poorly. | effective. For general categories of information. | consumer preferences are | is only effective when each
This only works well when | blocking {e.q, “block adult Mew pages and smaller sites | constantly changing, this | name has a very small amount
% the information publisher | content?) or in the face of | slip throuwgh easily, as do type of biocking ks largely | of content, and all that content
= Is not actively working to | encryption, the technigque | encrypted web servers. cosmetic and works should be blocked. Technical
o evade the block is very ineffective posorhy. challenges, over-blocking, and
ease of evasion make this an
Ineftective technique.
- i Aryone who is “behind” Amyone who is “behind® the | Users "behind” the device, Users of the search engine | Users of the modified DS
= | the device is atfected. device is affected and for whom the device which has installed the server. This can be enforced at
£€ can intercept and evaluate | block the nEtwork or Sendice prowider
wieb traffic. level
g Affects all content ona | Affects only content which | Affects individual wet Affects individual web Affects all content served by
E-B server, whether illegal or | matches blocking rules. pages and web elements. | pages and elements. a domain name, whether
"= | mot This works even when| Requires proxies to wiork Requires prosdes to work Usually done at the illegal or mot. Cannot be
E = | the data are encrypted. with encrypted web pages. | with encrypted web pages. | indivicuwal URL level effectively used to distribute
x content.
% | Blocks content Blocks content Blocks content Discourages and frustrates| Discourages and frustrates
B s access access
-
g3
if
g
= Ariy targeting of langer Depending on the quality Maost URL filttenng is based | The false positive rate Aavy Targeting of domain
B | servers has a huge false of the blodking nles, the on commercial services Is considered to be low, names used by larger seners
_‘! E positive rate, blocking false positive rate can range | that categorize traffic. For becauwse each page block | has a huge false positive rate,
'5 bath illegal and legal from wery low to quite mainstrearm blocks, this can | is requested individually. | blocking both illegal and legal
£ 2 | content. high. Writing good nies is | be quite specific, but for The problerm of non- content. Inetfective when
E - difficuit. special purpose blocks, the | legitimate requests causes | COMS are wsed (Or Causes an
g Errar rate is quite high SOME iNappropriate extremely high level of fakse
E - Infarmation to be pasitives)
= blockage.
= Publishers can change Multiple layers of encryption| Multiple layers of encryption | Users can choose Users can avold using DNS
E 5 | IPaadresses, migrate effectively evade this type | effectively evade this type | alternative platforms, loakups using local facilities,
content, ar use Content | of blocking When the of blocking. Lise of non- such a5 a different search | or can send their guenes to
o E Dedivery Metworks (CDNs) | filtenng rules are poody standard application layer engineg, very easily. an un-rmodified public server
is to evade, VPN users evade] written, small changes Is often an effective evasion (typécally though a VPN).
by hdding IP addresses. i text can easily bypass pechnigue.
i b
- Maintalning kong IP Content-aware filtering has | URL filtering can cause Many search engines DMS secwrity is compromisad
adaress lists is difficult significant performance performance problems, rEport on “suppressed” when a modified senver is
% a and efror-prone, and costs and i not practical decreasing overall speed Information, which itseff | deployed.
LA redquines sigraficant i many emvironments and reliabilivy. When procies | creates a wail to the
13 resources. Metwork {without enarmous. are used, Secunty can e content
E F | devicesdaing thistype | resources), When proxies severely compromised,
2
v
= ]

Fonte: https://www.internetsociety.org/resources/doc/2017/internet-content-blocking/
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